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Technical Proposal Overview

Currently, the pre-OS and OS environments may receive different addresses from a DHCP Server
if the drivers use different default options for the request. This could result in an OS environment
that is unable to reconnect to the same namespaces that were available to the pre-OS
environment; this would lead to a system being unable to successfully boot or access configured
namespaces as subsystems may not recognize through other filtering means.

This proposal enables support for various meta-data attributes related to DHCP for IPv4 and IPv6
handling in the Boot Specification per HFI Transport Info Descriptor for NVMe/TCP to improve IP
address consistency. With the new feature, the Pre-OS environment will be able to pass
information in the NBFT to the OS-environment and specify the DHCP options it provided to the
DHCP Server. The OS environment will be able to use this information to provide the same DHCP
options to the DHCP Server to reestablish connectivity to namespaces with the same addresses.

This proposal will also include guidance for coexistence issues related to IPv4 and IPv6 automatic
address assignment (e.g., DHCP, neighbor discovery, zero configuration networking), and provide
recommendations for pre-OS, OS driver, and application writers for common defaults. Support for
an OS environment’s ability to differentiate between schemes used by the pre-OS environment
will be established to provide more correlation consistency between DHCP clients between
environments.
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Revision History

Revision Date Change Description

2023.04.25 Initial version from Boot Task Group

2023.05.02 Update field text

2023.05.16 Fix field highlights, case and links

2023.06.08 Edits from TWG review

2023.06.20 Edits from BTG Phase 3 content wording

2023.06.27 More phase 3 grammatical edit.

2023.07.27 Edits during TWG.

2023.08.15 Address 30-day Member Review comments from Mike Allison and Judy Brock
2023.10.07 Integrated
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Description for Changes Document for NVM Express Boot Specification 1.0

New Features/Feature Enhancements/Required Changes:

e Add new optional fields to the HFI Transport Info Descriptor for TCP/IP in the NBFT (e.g., DHCP
4/6 ldentifiers and DHCP meta-data content per HFI descriptor, differentiation data for various auto-
negotiation and auto-configuration schemes that are used in DHCP or address assignment).

o Flag in the HFI to indicate the use of this optional feature,

o Address Assignment Scheme Identification,
o Client Identifier Type; and
o Client Identifier for (e.g., ‘DHCPv4’, ‘DHCPvE’, ‘IPv6-ND’)

e Additionally, the NVMe Boot Specification Informative Annex will be amended to:
o specify how to use these fields and their best practices,

o describe how to handle the various DHCP4 and DHCP®6 Client Identifier schemes and
which one is preferred,

o provide recommendations on usage of the new fields in both the Pre-OS and OS
environments; and

o advise on how the OS drivers shall parse upwardly compatible changes to versioned
descriptors.

Markup Conventions:

Black: Unchanged (however, hot links are removed)
FPodSnlenthronco by Deleted

Blue: New

Blue Highlighted: TBD values, anchors, and links to be inserted in new text
Purple-Strikethrough:  Text that was moved

Purple: Destination of moved text

Tech is pulled in from a referenced Technical Proposal

<Green Bracketed>: Notes to editor
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Description of Specification Changes for NVM Express Boot Specification 1.0
Modify section 3.TBD <Note to Editor: 3.TBD is taken from TP4126.>

3.TBD NVMe-oF Boot default values for HostNQN and HostID

Apriert Appropriate prior

Modify section 3.2.1 Figure 5 “NBFT Elements” to add new rows:

Figure 5: NBFT Elements

Descriptor
Element Type Description Reference
Designator
Header N/A An ACPI structure header with some additional 3221
NBFT specific info.
Control Descriptor 1h Indlce}tes the chatlon of host,.HFI, SSNS, 39229
security, and discovery descriptors.
Host Descriptor 2h Host information. 3.2.23
HFI Descriptor 3h An |ndex§bl_e table of HFI Descriptors, one for 3224
each fabric interface on the host.
Subsystem l\_lamespace 4h An indexable table of SSNS Descriptors. 3.225
Descriptor
Security Descriptor 5h An indexable table of Security descriptors. 3.2.2.6
Discovery Descriptor 6h An indexable table of Discovery Ddescriptors. 3.2.2.7
Heap Resident Structures
HFI Transport Descriptor 7h Indlcg_ted by an HFI Des_crlptor, corresponds to a 322411
specific transport for a single HFI.-
Reserved 8h
SSNS Extended Info Descriptor 9h Indicated by an SSNS Descriptor if required. 3.2.25.5
HFI Extended Info Descriptor Ah Indicated by an HFI Transport info descriptor. 3.2.%.3.1.T
Reserved Bh to FFh | All other type designator values are reserved.

Modify section 3.2.2.1 Figure 8 “NBFT Table”:

Figure 8: NBFT Table

Bytes | Description

Header
Signature: An ASCII string representation of the table identifier. This field shall be set to the value
4E424654h (i.e., “NBFT”) for the NVMe-oF Boot Firmware Table.

03:00

Technical input submitted to the NVM Express® Workgroup is subject to the terms of the NVM Express®
Participant’s agreement. Copyright © 2008 to 2023 NVM Express, Inc.



Figure 8: NBFT Table

Bytes | Description
Length: The length of the table, in bytes, including the header, starting from offset Oh. This field is used

07:04 to record the size of the entire table.
Major Revision: The major revision of the structure corresponding to the Signature field. Larger major
revision numbers should not be assumed backward compatible to lower major revision numbers with the
08 same signature.

This field shall be set to ‘1°.

Checksum: The entire table, including the Checksum field, shall sum to Oh to be considered valid. This
09 checksum shall follow ACPI table checksum requirements. Refer to the Advanced Configuration and
Power Interface (ACPI) Specification.

OEMID: OEMID shall be populated by the NBFT driver writer by an OEM-supplied string that identifies

15:10 the OEM. All trailing bytes shall be null.
OEM Table ID: This field shall be populated by the NBFT driver writer with an OEM-supplied string that
23:16 the OEM uses to identify the particular data table. This field is particularly useful when defining a definition

block to distinguish definition block functions. The OEM assigns each dissimilar table a new OEM Table
ID.

27:24 | OEM Revision: An OEM-supplied revision number. Larger numbers are assumed to be newer revisions.
Creator ID: Vendor ID of utility that created the table. For instance, this may be the ID for the ASL

3128 Compiler.

35:32 Creator Revision: Revision of utility that created the table. For instance, this may be the ID for the ASL
) Compiler.

39:36 Heap Offset (HO): This field indicates the offset in bytes of the heap, if any, from byte offset Oh of the

NBFT Table Header.

43:40 Heap Length (HL): The length of the heap, if any.

Driver Signature Heap Object Reference: This field indicates the offset in bytes of a heap object
containing the Driver Signature, if any, from byte offset Oh of the NBFT Table Header. For more detail on
Driver Signature, refer to section A.3.1.3.4.

49:44 Bytes | Description
03:00 Sffs&et: Offset in bytes of the heap object, if any, from byte offset Oh of the NBFT Table
eader.
05:04 | Length: Length in bytes of the heap object, if any.
Minor Revision: The minor revision of the structure corresponding to the Signature field. If the major
revision numbers are the same, any minor revision number differences shall be backwards compatable
50 with the same signature.

This field shall be cleared set to 10° ‘1’.
63:51 Reserved

Control Descriptor

64 Structure ID: This field specifies the element (refer to Figure 5). -This field shall be set to 1h (i.e., Control).
Major Revision: The major revision of the structure corresponding to the Signature field. Larger major
revision numbers should not be assumed backward compatible to lower major revision numbers with the
65 same signature.

This field shall be set to ‘1°.

Minor Revision: The minor revision of the structure corresponding to the signature field. If the major
revision numbers are the same, any minor revision number differences shall be backwards compatable
66 with the same signature.

This field shall be cleared to ‘0.
67 Reserved
69:68 | Control Structure Length (CSL): This field indicates the length in bytes of the Control Descriptor.

Flags:
Bits | Feature
70 07:01 | Reserved
00 Block Valid: If set to ’1’, then this structure is valid. If cleared to '0’, then this structure is not
valid.
71 Reserved
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Figure 8: NBFT Table

Bytes | Description
Host Descriptor (HDESC): This field indicates the location and length of the Host Descriptor (refer to
Figure 10).

Bytes | Description
7712 ) Offset: Offset in bytes of the Host Descriptor from byte offset Oh of the NBFT Table Header.
03:00 .

The Offset field shall be set to a non-zero value.

Length: Length in bytes of the Host Descriptor. The Length field shall be set to a non-zero

value.

78 Host Descriptor Version (HSV): This field indicates the version of the Host Descriptor. This field shall
be setto’1’.

79 Reserved

05:04

Host Fabric Interface Descriptor Information
HFI Descriptor List Offset (HFIO): If this field is set to a non-zero value, then this field indicates the
83:80 | offset in bytes of the HFI Descriptor List (refer to Figure 11), if any, from byte offset Oh of the NBFT Table
Header. If the NumHFI field is cleared to Oh, then this field is reserved.
HFI Descriptor Length (HFIL): This field indicates the length in bytes of each HFI Descriptor, if any. If

85:84 the NumHFI field is cleared to Oh, then this field is reserved.
86 HFI Descriptor Version (HFIV): This field indicates the version of each HFI Descriptor. This field shall
be setto’1’.
Number of Host Fabric Interface Descriptors (NumHFI): This field indicates the number of HFI
87 Descriptors (refer to Figure 12) in the HFI Descriptor List (refer to Figure 11), if any. If no interfaces have

been configured, then this field shall be cleared to Oh.

Subsystem Namespace Descriptor Information
SSNS Descriptor List Offset (SSNSO):: This field indicates the offset in bytes of the SSNS Descriptor
91:88 | List (refer to Figure 15), if any, from byte offset Oh of the NBFT Table Header. If the NumSSNS field is
cleared to Oh, then this field is reserved.
SSNS Descriptor Length (SSNSL): This field indicates the length in bytes of each SSNS Descriptor, if
any. If the NumSSNS field is cleared to Oh, then this field is reserved.
SSNS Descriptor Version (SSNSV): This field indicates the version of the SSNS Descriptor. This field
shall be set to ’1’.
Number of Subsystem and Namespace Descriptors (NumSSNS): This field indicates the number of
95 Subsystem Namespace (SSNS) Descriptors (refer to Figure 16) in the SSNS Descriptor List (refer to
Figure 15), if any.

93:92

94

Security Profile Information
Security Profile Descriptor List Offset (SECO): This field indicates the offset in bytes of the Security
99:96 Profile Descriptor List (refer to Figure 21), if any, from byte offset Oh of the NBFT Table Header. If the
NumSec field is cleared to Oh, then this field is reserved.
Security Profile Descriptor Length (SECL): This field indicates the length in bytes of each Security

101:100 Profile Descriptor, if any. If the NumSec field is cleared to Oh, then this field is reserved.
Security Profile Descriptor Version (SECV): This field indicates the version of the Security Profile
102 . e 140
Descriptor. This field shall be set to ’1'.
103 Number of Security Profile Descriptors (NumSec): This field indicates the number of Security Profile

Descriptors (refer to Figure 22), if any, in the Security Profile Descriptor List (refer to Figure 21).
Discovery Descriptor Information

Discovery Descriptor Offset (DISCO): This field indicates the offset in bytes of the Discovery Descriptor

107:104 | List (refer to Figure 24), if any, from byte offset Oh of the NBFT Table Header. If the NumDisc field is

cleared to Oh, then this field is reserved.

Discovery Descriptor Length (DISCL): This field indicates the length in bytes of each Discovery

109:108 Descriptor, if any. If the NumDisc field is cleared to Oh, then this field is reserved.
Discovery Descriptor Version (DISCV): This field indicates the version of the Discovery Descriptor.
110 e 149
This field shall be setto 1.
111 Number of Discovery Descriptors (NumDisc): This field indicates the number of Discovery Descriptors

Figure 25), if any, in the Discovery Descriptor List (refer to Figure 24), if any.
127:112 | Reserved
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Update Section 3.2.2.4.1 Figure 12 “HFI Transport Info Descriptor Header Template”:

Figure 12: HFI Transport Info Descriptor Header Template

Bytes | Description
00 Structure ID: This field shall be set to 7h (i.e., HFI Transport Info; refer to Figure 6).
01 Version: This field shall be set to 1h.
02 HFI Transport Type: Refer to Figure 8.

03 Transport Info Version: implementations-compliant-to-this-specification-shall-set-thisfield-to-1h-This field
shall be set to 1h.

HFI Descriptor Index: The value of the HFI Descriptor Index field of the HFI Descriptor (refer to Figure 12)

05:04 | whose HFI Transport Info Descriptor Heap Object Reference field indicates this HFI Transport Info

Descriptor.

Update Section 3.2.2.4.1.1 Figure 13: “HFI Transport Info Descriptor — NVMe/TCP”:

Figure 13: HFI Transport Info Descriptor — NVMe/TCP

Bytes o/|\/|1 Description
00 M Structure ID: This field shall be set to 7h (i.e., HFI Transport Info; refer to Figure 6).
01 M Version: The value of the HFI Transport Version field shall always monotomically increase.
This field shall be set to 1h.
02 M HFI Transport Type: This field shall be set to 03h (i.e., NVMe/TCP; refer to Figure 8).
03 M Transport Info Version: This field shall be set to 2h.
HFI Descriptor Index: The value of the HFI Descriptor Index field of the HFI Descriptor (refer
05:04 M to Figure 12) whose HFI Transport Info Descriptor Heap Object Reference field indicates this
HFI Transport Info Descriptor.
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Figure 13: HFI Transport Info Descriptor — NVMe/TCP

Description
HFI Transport Flags:

Bytes O/M

Bits Description
07:0304 | Reserved
Interface Address Autoconfigured: If set to ‘“1°, then the IP Address, Subnet
Mask Prefix, and IP Gateway fields are populated by an advanced stateless
mechanism (e.g., IPv6-SLAAC or IPv6-ND); in addition, the DHCP Override bit
shall be cleared to ‘0’, and the IP Origin field shall be cleared to Oh.

03 The values of these HFI fields should not be the source for the values used by
the OS. The process for an OS driver to acquire these values is outside the
scope of this specification.

If cleared to ‘0’, then the HFI information was not set by such a mechanism and
this bit is reserved.

06 M DHCP Override: If setto ’1’, then HFI information was populated by consuming
the DHCP on this interface. In addition, for implementations compliant with
Major Revision ‘1" and Minor Revision ‘1’ or later of this specification, the IPv4
and IPv6 DHCP Client Identifier Heap identifier Identity Association Identifier
02 (IAID) and DHCP Unique Identifier (DUID) objects in the HFI Transport Info
Extended Information Descriptor (refer to FIGURE TBD.1l) shall also be
populated.

If cleared to ’'0’, then the HFI information was set administratively by a

configuration interface to the driver and pre-OS environment.

Global Route vs. Link Local Override Flag: If setto 1, then the BIOS utilized

01 this interface described by HFI to be the default route with highest priority. If

cleared to 0, then routes are local to their own scope.

00 Descriptor Valid: If set to ’1’, then this descriptor is valid. If cleared to 0, then
this descriptor is reserved.

PCI Express Routing ID for the HFI Transport Function: This field indicates the PCI

Express Routing ID as specified in the PCI Express Base Specification.

Note: If the platform supports PCle ARI, then the Device bits and the Function bits may be
concatenated for that purpose.

10:07 M Bits | Description Refer to
31:16 | Segment Group Number | PCI Firmware Specification
15:08 | Bus
07:03 | Device PCI Express Base Specification
02:00 | Function

MAC Address: The MAC address of this HFI, in EUI-48™ format, as defined in the IEEE
Guidelines for Use of Extended Unique Identifiers. This field shall be set to a non-zero value.
VLAN: If this field is set to a non-zero value, then this field contains the VLAN identifier if the
18:17 o) VLAN associated with this HFI, as defined in IEEE 802.1g-2018.

If no VLAN is associated with this HFI, then this field shall be cleared to Oh.

16:11 M

IP Origin: If this field is set to a non-zero value, then this field indicates the source of Ethernet
L3 conflguratlon information used by the drlver for thls |nterface 3Fhe#aluesﬂe#me¢wthis

The IP Origin values are defined as:

19 o
Value Description
Oh IpPrefixOriginOther
1h IpPrefixOriginManual
2h Reserved
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Figure 13: HFI Transport Info Descriptor — NVMe/TCP

Bytes oM Description

3h IpPrefixOriginDhcp
4h IpPrefixOriginRouterAdvertisement
5hto FFh | Reserved

If this field is set to 1h, then the IP Address was not automatically configured on this interface,
and the IP Address specified in this HFI descriptor may also be used by the OS for
connections via this HFI.

If this field is set to 3h, then the IP Address was acquired through DHCP, and the IP Address
specified in this HFI should not be reused by the OS and the HFI Transport Info Extended
Information Descriptor shall contain the DHCP Client Identifier used by the Pre-OS driver.

If this field is set to 4h, then the IP Address was acquired through an external process like
IPv6 RA and the IP Address specified in this HFI should not be reused by the OS. This
process is outside the scope of this specification.

This field should be cleared to ‘0’ if the IP Origin field is unused by driver.

The values defined in this field correspond to those defined in the Win 32 API:
NL_PREFIX_ORIGIN enumeration specification.

IP Address: This field indicates the IPv4 or IPv6 address of this HFI. This field shall be set
35:20 M to a non-zero value.

The format of this field is defined by section 1.5.5.1.

Subnet Mask Prefix: This field indicates the IPv4 or IPv6 subnet mask in CIDR routing prefix

notation.

52:37 o IP Gateway If this field i_s set to a non-zero value, this field indicates the IPv4 or IPv6 a_o!dress

) of the IP gateway for this HFI. If this field is cleared to Oh, then no IP gateway is specified.

53 Reserved

Route Metric: If this field is set to a non-zero value, this field indicates the cost value for the

route indicated by this HF. This field contains the value utilized by the pre-OS driver when

chosing among all availible routes. Lower values relate to higher priority. Refer to IETF RFC

4249,

36 M

55:54 @)
If the pre-OS driver supports routing and did not configure a specific route metric for this
interface, then the pre-OS driver should set this value to 500.

If the pre-OS driver does not support routing, then this field should be cleared to Oh.
Primary DNS: If this field is set to a non-zero value, this field indicates the IPv4 or IPv6
71:56 (0] address of the Primary DNS server for this HFI, if any, from byte offset Oh of the NBFT Table
Header. If this field is cleared to Oh, then no Primary DNS is specified.

Secondary DNS: If this field is set to a non-zero value, this field indicates the IPv4 or IPv6
87:72 (0] address of the Secondary DNS server for this HFI, if any, from byte offset Oh of the NBFT
Table Header. If this field is cleared to '0’, then no Secondary DNS is specified.

DHCP Server: If the DHCP Override bit is set to 1, then this field indicates the IPv4 or IPv6
103:88 (@) address of the DHCP server used to assign this HFI address. If that bit is cleared to ’0’, then
this field is reserved.

Host Name Heap Object Reference: If this field is set to a non-zero value, then:

a) this field indicates the location and size of a heap object containing a Host Name
string (refer to section 1.5.6); and
b) the Offset field and the Length field shall be set to non-zero values.

109:104 © If this field is cleared to Oh, then this field is reserved.

Bytes | Description

Offset: Offset in bytes of the heap object, if any, from byte offset Oh of the NBFT
Table Header.

03:00
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Figure 13: HFI Transport Info Descriptor — NVMe/TCP

Bytes o/|\/|1 Description

| 05:04 | Length: Length in bytes of the heap object, if any. |
HFI Transport Info Extended Information Descriptor Object Reference: If this field is set
to a non-zero value, then:

a) this field indicates the location and size of a heap object containing a HFI Transport
Info Extended Information Descriptor (refer to Figure <TBD.1>); and
b) the Offset field and the Length field shall be set to non-zero values.

115:110 0 If this field is cleared to Oh, then this field is reserved.

In version 1.0 of this specification, this field was reserved.

Bytes | Description
Offset: Offset in bytes of the heap object, if any, from byte offset Oh of the NBFT

03:00 Table Header.

05:04 | Length: Length in bytes of the heap object, if any.
127:116116 Reserved
Notes:

1. O/M definition; O = Optional, M = Mandatory.

Add section 3.2.2.4.1.TBD as shown below:

3.2.2.4.1.TBD HFI Transport Info Extended Information Descriptor

The HFI Transport Info Extended Information Descriptor is structured as a standard table located in heap
space as required.

Figure <TBD.1>: HFI Transport Info Extended Information Descriptor

Bytes | o/M Description
00 M Structure ID: This field shall be set to Ah (i.e., HFI Ext Info; refer to Figure 5).
01 M Version: This field shall be set to 1h.
HFI Transport Info Descriptor Index: This field shall be set to the same vaue as the HFI Transport
03:02 M Info Descriptor Index field of the referencing HFI Transport Info Descriptor (refer to Figure 13 and
the example in section A.3.2.TBD).
Flags:

Bits | Feature

31:02 | Reserved

07:04 M DHCP Client Identifier: If set to ‘1’, then the IPv4 and IPv6 DHCP Client Identifier Heap

01 Object Reference field is valid and the IP Origin field shall be set to ‘3’. If cleared to ‘0’,

then the IPv4 and IPv6 DHCP Client Identifier Heap Object Reference is reserved.

00 Descriptor Valid: If set to ’1’, then this descriptor is valid. If cleared to '0’, then this
descriptor is reserved.

IPv4 and IPv6 DHCP Client Identifier Heap IAID Object Reference: If the DHCP Client Identifier

bit is set to ‘1’, then this then this heap object references the Identity Association Identifier (IAID).

This identifier shall be constructed in a manner that is conformant to the RFC4361 Client Identifier.

Where the IAID field is as specififed in RFC3315 and RFC6355. The IAID is stored in little endian

13:08 (0] format within the heap object.

If this field is cleared to Oh, then this field is reserved.

| Bytes | Description |
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Figure <TBD.1>: HFI Transport Info Extended Information Descriptor

Bytes | o/M Description
03:00 Offset: Offset in bytes of the heap object, if any, from byte offset Oh of the NBFT Table
) Header.
05:04 | Length: Length in bytes of the heap object, if any.
IPv4 and IPv6é DHCP Client Identifier Heap DUID Object Reference: If the DHCP Client Identifier
bit is set to ‘1’, then this then this heap object refereces the DHCP Unique Identifier (DUID). This
identifier shall be constructed in a manner that is conformant to the RFC4361 Client Identifier.
Where the DUID field is as specififed in RFC3315 and RFC6355. The DUID is stored in little endian
format within the heap object.
19:14 o If this field is cleared to Oh, then this field is reserved.
Bytes | Description
03:00 Offset: Offset in bytes of the heap object, if any, from byte offset Oh of the NBFT Table
) Header.
05:04 | Length: Length in bytes of the heap object, if any.
Notes:
1. O/M definition: O = Optional, M = Mandatory.

Add new section A.3.2.TBD as shown below:

A.3.2.TBD HFI TCP/IP Address DHCP Configuration

The HFI Transport Information Extended Info Descriptor may be utilized for either DHCPv4 and DHCPV6 information.
In cases where both IPv4 and IPv6 were configured simultaneously their details would be present in separate HFI
Descriptors. Each of those HFI Descriptors may then have an Extended Info Descriptor with their relevant DHCP Client
Identifier information.

What follows are examples of DHCPv4 and DHCPV6 information in such descriptors.

In an DHCPv4 example in <Figure TBD.2>, where the HFI Transport Info Descriptor has an Index of 05h, referencing
a parent HFI Descriptor of that index with:

e |AID of 00061afoh, and
° DUID of 01_01041faa_01070001_12317afeh.

In an DHCPv4 example in <Figure TBD.2>, the DUID was comprised of a 1-byte type field and 12-bytes of identify
(refer to RFC4361 for more details).

Figure <TBD.2>: Example DHCPv4 Heap

Descriptor Bytes Field Example
HFI Transport
Info Extended

. 00 Structure ID Ah
Information
Descriptor
01 Version 01h
03:02 HFI Transport Info Descriptor 05h
Index
07:04 Flags 03h

Bytes | Field Example
Offset | 200h

IPv4 and IPv6 DHCP Client
13:08 Identifier IAID Heap Object 03:00

Reference 05:04 | Length | 04h
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Figure <TBD.2>: Example DHCPv4 Heap

Descriptor Bytes Field Example
IPv4 and IPv6 DHCP Client Bytes g'%‘;t fég?p'e
19:14 Identifier DUID Heap Object 03:00
Reference 05:04 | Length | 17h
IPv4 and IPv6
DHCP Client .
Identifier IAID 03:00 n/a 00h 06h 1ah fOh
Heap Object
IPv4 and IPv6
DHCP Client _ 01h 01h 04h 1fh aah 01h 07h 00h 01h 12h
Identifier 12:00 n/a 31h 7ah feh
DUID Heap
Object

In an DHCPv6 example in <Figure TBD.3>, where the HFI Transport Info Descriptor Index of beh,
referencing a parent HFI Descriptor of that index with:
e |AID of ff061af0h, and

e DUID of 04_2ec5b3el_0c744013_9db5b706_7ba572a7h.

Figure <TBD.3>: Example DHCPv6 Heap

Descriptor Bytes Field Example
HFI Transport
Info Extended 00 Structure 1D Ah
Information
Descriptor
01 Version 01h
03:02 HFI Transport Info Descriptor beh
Index
07:04 Flags 03h
IPv4 and IPv6 DHCP Client ENiES g'f?'dt Eggr:”p'e
13:08 Identifier IAID Heap Object 03:00 s€
Reference 05:04 | Length | 04h
IPv4 and IPv6 DHCP Client ENiES g'f?'dt Eggr:”p'e
19:14 Identifier DUID Heap Object 03:00 s€
Reference 05:04 | Length | 17h
IPv4 and IPv6
DHCP Client .
dentifier IAID 03:00 n/a ffh 06h 1ah foh
Heap Object
IPv4 and IPv6
DTdC(:aEti(f:ilzI:r}nt 1600 " 04h 2eh c5h b3h e1h Och 74h 40h 13h 9dh
: b5h b7h 06h 7bh a5h 72h a7h
DUID Heap
Object

Add new sub-sections below A.4.1.2 as shown below:
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A.4.1.2.TBD1 NBFT Version Checking

An NBFT consumer written to expect NBFT header X.y (denoted in Major.Minor number format) should
accept any NBFT with header X.z. The NBFT consumer may at its discretion handle NBFT header W.z
where W < X. However, an NBFT consumer written to header version X.y should not accept an NBFT
with version Z.y where Z > X.

A.4.1.2.TBD2 Unexpected Values in Reserved Fields

Producers and consumers may be implemented at different levels of compatibility as such consumers of
the NBFT should not attempt to decode any values in any reserved field or value.

A.4.1.2.TBD3 Unepected Descriptor Types Fields

For example, if a new HFI Transport Descriptor Type values (See Figure 7) appears, an OS should flag
an informational message for diagnostics but otherwise ignore any features or functions the OS is not
able to decode or consume.

A.4.1.2.TBD4 NBFT Data including DHCP Client Information

An NBFT that implements version 1.0 (refer to Figure 8 for Major Revision and Minor Revision field) of
this specification may not contain enough data to recreate the Client Identifier in the OS environment. To
acquire the same IP address in an OS environment, the fields in the HFI and HFI Ext for DHCP Client
Identifier provide the Client Identifier used by the pre-OS environment. Presented in Figure <TBD.4> is a
reference to when a Client Identifier may be assembled deterministically.

Figure <TBD.4>: Pre-OS and OS NBFT version interactions for DHCP

OS Driver NBFT Version
1.0 1.1 (or later)
Pre-OS 1.0 DHCP IP may differ DHCP IP may differ
NBFT .
Version 1.1 (or later) DHCP IP may differ DHCP IP shall be the same
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