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Technical Proposal Overview

This proposal defines extensions to the Sanitize command, sanitize operations and the Read
command that enable verifying correct sanitization by reading sanitized user data from media. A
state machine encompasses existing sanitization behavior as well as the new behaviors defined in
this proposal. This state machine defines existing behavior and adds the Media Verification state
and the Post-Verification Deallocation state, which support verification of sanitized media.

If a Read command is processed while the NVM subsystem is in the Media Verification state, then
the command returns data from media, even if the sanitize operation invalidated internal
checksums. Multiple reads of the same logical block are allowed to return differing data; this
serves to obscure media characteristics that might be inferred from analysis of repeated reads of
the media.

A new sanitize action in the Sanitize command changes the NVM subsystem from the Media
Verification state to normal operation. During that change to normal operation, the NVM
subsystem is in the Post-Verification Deallocation state and all user data is deallocated.

Revision History

Revision Date Change Description

2023-02-08 Initial draft

2023-02-18 Fixes to review comments and additional contents
2023-02-24 Merged content from multiple changes

Changed the generic “reports sanitize completion by Asynchronous Event” to the
specific AENSs.

Removed hyphens from all seven instances of “post-sanitize”. (29 instances did not
have the hyphen.)

Removed descriptions of media verification mode occurring *after* a sanitize
2023-03-01 operation.

Tentatively use “completion of sanitize processing” to refer to the point at which crypto
erase, block erase, or overwrite is done, and the Media Verification state is entered.

Added comments on areas that will be affected by TP4153 (Sanitize Per Namespace).
Added Annex A.

Added Persistent Event Log event for entry to post-sanitize media verification mode.

2023-03-03
Additional editorial clean up
Added co-authors.
Removed acronyms for states.
Removed “Sanitize” from state names in text and in the state machine figure.
Removed “post sanitize” from “media verification”.
2023-03-07

Changed some legacy instances of “contains” to “indicates”.
Aligned the wording of all instances of “Enter Media Verification Mode bit”.

Expanded the Media Verification Support into three bits, one for each sanitize action.

Closed accepted comments; to be removed in next revision.

Technical input submitted to the NVM Express® Workgroup is subject to the terms of the NVM Express®
Participant’s agreement. Copyright © 2008 to 2024 NVM Express, Inc.
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Added a definition for sanitization target.
Prohibited a Sanitize command from specifying Media Verification and the Overwrite
sanitize action. Removed the OWVS (support) bit.
Prohibited a Sanitize command from specifying Media Verification and the No-
Deallocate After Sanitize bit set to ‘1.
2023-03-14 Added the Deallocation state to the state machine.
Moved additional media modification from state transitions into the In Processing
states.
Added a field to the Sanitize Status log page to indicate the state machine state.
Added a section for possible changes to the NVM Command Set Spec.
Added missing sponsors.
Added requirement that CLR shall not change the state. This removed the transition
from Media Verification state to Idle state.
2023.03-16 Swapped transition labels C/D, so that A-B and A-C are successful sanitization.
Swapped transition labels E/F, so that E is in the pre-TP4152 implied state machine.
G and H are the new transitions for TP4152.
Addressed comments by Dan Hubbard.
Added Verify Media bit to the Read command.
Addressed new comments by Dan Hubbard.
Added Controller Level Reset to each state transition figure (table).
2023-03-20 B o
Modified state transition figures to have a separate column for labels.
Added NVM Express header page.
Added first draft of Technical Proposal Overview.
Filled in details of the descriptions of changes for changes documents.
Incorporated comments from Matt Goepfert. Accepted comments were closed
*without* replying “Accepted”.
Added new wording for not aborting a Read because of bad checksums, while in the
Media Verification state.
2023-03-29 Specified transitions for changing the composition of the NVM subsystem.
Restructured requirements for Read commands in Media Verification state.
Added effects of changes in composition of the NVM subsystem preventing completion
of sanitize processing.
Corrected actions of the Media Verification:Deallocating transition.
Incorporated Mike Allison’s comments from 2023-04-04, and resolved some.
Moved details of Read command with VM bit = 1 into the NVM Cmd Set Spec.
2023-04-05 )
Deleted previously-closed comments.
Closed resolved comments from Matt Goepfert.
Removed changes to Read command SQE, i.e., removed the VM bit.
Added new Successful Media Verification Read status code to Base and NVM Cmd
2023-05-17
Set specs.
Updated Read command media verification state requirements to return it.

Technical input submitted to the NVM Express® Workgroup is subject to the terms of the NVM Express®
Participant’s agreement. Copyright © 2008 to 2024 NVM Express, Inc.



NVM Express® Technical Proposal TP4152 5

Merged BEVS and CEVS bits into a single Verification Support (VERS) bit.

Modified transitions from In Process Restricted/Unrestricted states to consider CLRs
that were caused by NVM Subsystem Reset, PCle Conventional Reset, or PCle
Function Level Reset. (This excludes CLRs due to host clearing the CC.EN property
to ‘0".)

Added Media Verification Cancelled (MVCAND) bit to the Sanitize Status log page.
MVCAND is used to determine some state transitions.

Added change to Figure 140 (Sanitize Operations and Format NVM Command —
Admin Commands Allowed).

Replaced references to restricted/unrestricted completion mode with references to
the appropriate states.

Added self-loop transitions to the In Process states to define the effects of the
different resets.

Changes from 2023-05-18 Technical WG meeting and comments from Mike Allison:

Fig. 140: Simplified additional restriction description for the Sanitize command and
moved detailed requirements to the description of each state.

Added verification cancelled bit to the PEL Sanitize Completion Event.
2023-05-19 ) ] N ) o
Added explanation of clearing the Sanitize Media Verification AEN.

Rewrote the descriptions of the self-loop transitions for the In Process states for
clarity.

Accepted all changes.

Addressed most new comments from Dan Hubbard, especially those pertaining to
resets.

Changes from the 2023-05-25 meeting of the Technical WG:

2023-05-24

Revised descriptions of PCle events that cause CLRs.

Clarified usage of BES and CES bits.

Clarified SPROG field in Figure 267.

Corrected text describing when the MVCAND bit shall be ‘0’ in Figure 267.

Deleted comments that were closed prior to the meeting.

2023-05-25 Added Austin Bolen’s comments and resolved some.

New questions in comments:

e Should the Sanitize Progress (SPROG) field be extended to report on the
Deallocating state?

e If Sanitize specifies Exit Media Verification State when not in Media Verification
state, should the status code be Invalid Field in Command or Command
Sequence Error?

Addressed most new 2023-05-25 comments from Dan Hubbard.

Resolved more comments from Austin Bolen:

e Moved additional media modification from the legacy description (being an
operation that follows a sanitize operation) into sanitize processing. This should
be backwards compatible.

Changes from the 2023-06-01 Technical WG meeting:

e Reorganized requirements in the Read command description (NVM Cmd Set
spec.

e Enumerated more error conditions for the Read command.

¢ In each Transition Conditions table, merged all transition conditions for the same
transition into a single cell with an "or” bullet list.

2023-06-05

Technical input submitted to the NVM Express® Workgroup is subject to the terms of the NVM Express®
Participant’s agreement. Copyright © 2008 to 2024 NVM Express, Inc.
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e Changed state descriptions to not use “shall”. This change may not always be
appropriate.

Other:

e Made it implementation specific whether SPROG is cleared to Oh if a reset
occurs during sanitize processing.

e Clarified that Estimated Time fields in the Sanitize Status log page apply to the
time in the In Processing state.

e Added an Estimated Time For Deallocating State field.

e Updated the Sanitize Progress (SPROG) field in the Sanitize Status log page to
include the Deallocating state. Added description of setting SPROG to
descriptions of the relevant states and transitions. Added an informative
description of how SPROG is used to 8.24.

e All state descriptions (i.e., “In this state ...” use descriptive terminology (i.e., the
verb “to be”) and do not contain “shall” or "may” requirements.

e Clarifications in Annex A.

e Changed purple strikethrough in move destinations to red strikethrough.

Deleted comments that were marked as resolved in the previous revision.

2023-06-07 Included comments from Austin Bolen and resolved some.

In the ZNS section, changed Sanitize Status for two rows.

Changes from the 2023-06-08 meeting of the Technical WG:

e Incompatible Changes lists: Updated explanations.

e Identify Controller data structure: defined Estimated Time fields to cover sanitize

2023-06-09 processing, as time difference between entry/exit of the In Processing states.

e Closed comments that had been addressed prior to the meeting.

o Deleted comments that had been closed before the meeting.

Changes from the 2023-06-22 ad hoc meeting, from Austin Bolen’s comments, and

from an e-mail discussion:

e Defined the entire sanitize operation to be in background.

e Removed text allowing SPROG to be reset if there’s a reset during processing.
The current spec does not address this.

e Removed transition list items stating that deallocation occurred during the
transition.

e Removed statement from the Media Verification state that media is read only.

2023-06-22 This is enforced by current restrictions and doesn’t conflict with allowing Read
commands.

¢ Removed requirement that no unexpected deallocation occurred for entry to MV
state.

e Added transitions from Deallocating state. Deallocation failure causes transition
to a Failure state.

e Removed change in composition of NVM subsystem as a cause of transition
from Deallocating state to Idle state. Such a change would be a failure, and that
now transitions to a Failure state.

Changes from the 2023-06-27 ad hoc meeting and from an e-mail discussion:

e Added Failure State field to Sanitize Status log page.

e ZNS Command Set Spec: Moved logical block content requirement from Fig. 51
into a separate paragraph.

e Editorial fixes.

e Added requirement to KV Cmd Set Spec that AMM and MV state are not

2023-06-29 supported for KV nhamespaces.

Changes from the 2023-06-29 meeting of the Technical WG:

o Replaced values of the AUSE bit with “[un]restricted completion mode”.

e Changed In Process Restricted and In Process Unrestricted state names to
Restricted Processing and Unrestricted Processing.

e Changed Failure Restricted and Failure Unrestricted state names to Restricted

2023-07-13 Failure and Unrestricted Failure

e Added comments from Mike Allison.

e Added comments from Austin Bolen.

Changes from 2023-07-13 meeting of Technical WG:

2023-06-27

Technical input submitted to the NVM Express® Workgroup is subject to the terms of the NVM Express®
Participant’s agreement. Copyright © 2008 to 2024 NVM Express, Inc.
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e Clarified setting of MVCAND for the MV:Deallocating transition.

e (no change) Confirmed that SPROG field must be cleared upon every entry to a
Processing state or the Deallocating state.

e In the state and transition sections, changed all descriptive (“is”) verbs to
imperative (“shall be”) statements.

e Resolved some comments marked for resolution in Phase 3.

e Deleted all resolved comments.

e Accepted all changes.

Phase 3 Changes

Changes from offline discussions among authors.

e Aligned both transitions causing the Sanitize Operation Entered Media
Verification State AEN to be reported on the controller that processed the
Sanitize command.

e Clarified fetched vs. processed wording in specifying which commands are

2023-08-04 allowed during a sanitize operation or a sanitize failure. Deleted redundant items
from two bullet lists.
e Implemented various suggestions.
e Converted all cross references to static text.
e Changed state transition labels to be unique.
Changes from offline discussions among authors.
e Clarified support for the FAILS field.
e Specified setting the FAILS field on each transition into a Failed state.
e Added paragraph to Restricted Processing state, Unrestricted Processing state,
and Deallocating state to clarify that deallocation in a processing state is different
2023-08-21 from that performed in the Deallocating state, and vice-versa.

e ZNS Cmd Set Spec: Moved the new paragraph from the 4.1.7 Sanitize
command section into a new 5.TBD Sanitize Operations section, as is done in
the NVM and KV command set specs. Now section 4.1.7 is completely
unchanged.

e Added clarifications for deallocation being performed as part of sanitize
processing.

Changes from 2023-08-24 meeting of Technical WG:

e Change MVCAND to MVCNCLD.

2023-08-29 e Change VCAND to VCNCLD.

e Accepted changes to NVM, ZNS, and KV command set specs.

Changes from e-mail discussion among authors.

Changes from e-mail discussions with authors and the 2023-08-31 meeting of the

Technical WG.

e Reorganized the start of 8.21 to better explain sanitize processing, additional
media modification, media verification, and deallocation after media verification.

e Deleted transitions from state transition conditions tables self-loop transitions for
which no actions were described.

2023-09-06 ¢ Renamed Deallocating state to Post Verification Deallocation state.
e Sanitize command with SANACT set to EMVb will be aborted in any state other
than Media Verification state.
e Reorganized some transition condition descriptions to place the value of EMVS
bit at the start of the sentence.
e Additional changes from Austin’s comments of 2023-09-05 and -06.
Changes from the 2023-09-07 meeting of the Technical WG.
e AENSs are only reported by the controller that received the Sanitize command on
its Admin Queue, i.e., not if received by a Management Endpoint. This is added
2023-09-07 to general requirements for reporting AENs in 8.21. TBD+1.

e Use “if required” for deallocation in the two Processing states.

e Use “if required” for additional media modification.

e Transition condition references to fields in the Sanitize command are in the past
tense, and reference to other events are in the present tense.

Technical input submitted to the NVM Express® Workgroup is subject to the terms of the NVM Express®
Participant’s agreement. Copyright © 2008 to 2024 NVM Express, Inc.
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Resolution of (new) comments by Mike Allison with input from authors:

e Removed VCNCNCLD bit from Sanitize Completion Event Data Format. It is
redundant because it is also in the Sanitize Status field. This leaves no new
information in Figure 240, so deleted all changes to that figure.

e Changed description (and the newly-invented name) of Sanitize Operation
Status value 000b from “never sanitized” to “sanitize never initiated”. This is

2023-09-12 compatible with legacy behavior.

e In descriptions of the Sanitize command, replaced “specifying [un]restricted
completion mode” with the value of the AUSE bit and “(i.e., [un]restricted
completion mode”).

e Event data for the Sanitize Media Verification Event was one reserved byte.
Deleted that (new) figure, required Event Length field = Oh, and added “if any” to
the description of the Event Data field in Figure 225.

Changes from the 2023-09-14 meeting of the Technical WG:

e Edits to Annex A.

2023-09-14 e Accepted all changes and stopped tracking.
Note: Comments related to TP4153 remain in this revision.
Member Review Changes
Revision for entry to Member Review.
2023-09-14 ¢ Removed all comments other than those noting coloration that might be missed.
e Renamed value in Figure 267 to “Sanitize Never Initiated” to “Sanitize Never
Started”, per discussion in Technical WG meeting today.
2023-10-06 Added comments from Pure Storage (Randy Jennings).

Added comments from Samsung (Judy Brock and Mike Allison).

Added initial resolution of comments.

Added comments from Dell (Austin Bolen).

Added further resolution of comments. (More comments remain to be resolved.)
2023-10-19 Comments that are accepted and resolved are marked as done.

Comments that are rejected are open.

Comments that are not resolved are open.

Changes are tracked with respect to the revision that entered Member Review (i.e.,
2023-09-14).

Changes based on authors’ discussions on 2023-11-17.

In the state machine description, changed purple text to blue and deleted red

2023-11-22 strikethrough text, because there was insufficient context to make those markups
useful.
2023-11-28 Changes from 2023-11-28 authors’ meeting.
All comments, resolved and unresolved, are included in this revision.
2023-11-30 Deleted all comments.
Accepted all changes.
2023-12-01 Diff of 2023-11-30 revision from 2023-09-14 revision (Member Review entry).
Second Member Review Changes
Revision for entry to Second Member Review.
e Scrubbed for duplication of prescriptive requirements (shoulds & shalls).
e Added to descriptions of Restricted and Unrestricted Failure states that failure
occurred in Post-Verification Deallocation state.
e Added Figure 352 and changed bits 2:0 of the Sanitize Status log page to “SOS
2023-12-13 field"

e Removed setting of the SOS field from state transitions.

e Changed the description of the MVCNCLD bit to be informative (“is set/cleared”)
and added reference to the state machine for details.

e Removed setting/clearing of the GDE bit from the state machine. Normative
statements are in the bit description, in the Sanitize Status log page.

e Accepted all changed and stopped tracking.

Technical input submitted to the NVM Express® Workgroup is subject to the terms of the NVM Express®
Participant’s agreement. Copyright © 2008 to 2024 NVM Express, Inc.
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Final revision for entry to Second Member Review:

2023-12-14 e  Modified descr_iption of Medig_Verification Canceled (MVC_:NCLD) bit t_o include
that a change in the composition of the NVM subsystem in a processing state
also causes setting MVCNCLD to’1’.

2024-01-22 Revision containing all comments from second Member Review.

Comment resolution

e Reworded all Estimated Time fields.

e Clarified that verification refers to *allocated” user data”, to avoid the incorrect
inference that deallocated user data was accessible.

¢ In the state machine, qualified deallocation as “if permitted”, a change from “if
required”.

2024-02-12 e Aligned descriptions of additional media modification in the state machine and
the annex.

e Added editorial change to ZNS Cmd Set Spec Figure 51.

e Globally changed “deallocation of user data” to “deallocation of media used for
user data”.

¢ NVM Cmd Set: Defined effects of reading a deallocated LBA, including effects of
DULBE.

e Added comments by Austin Bolen. Resolved those.

¢ NVM Cmd Set Spec changes: Added reference to Base Spec.

e Changes from 2024-02-15 meeting of the Technical WG:

2024-02-21 e Aligned wording of Estimated Time For Post-Verification Deallocation State field
with existing estimated time fields.

¢ Revised additional media modification and Read command to clarify that integrity
errors caused by sanitize processing do not cause a command to be aborted.

2024-02-22 Changes_ fr_om Te_ch WG meeting of 2024-02-22:

e Clarifying editorial changes.

e Accepted all changes and stopped tracking.
2024-02-22a e Deleted all closed comments.

e  Converted all cross-references to text.

2024-02-23 e Additional editorial cleanups from Austin Bolen and David Black.

2024-03-20 e Integrated

2024-03-27 e Additional editorial cleanups from Chandra Nelogal

Technical input submitted to the NVM Express® Workgroup is subject to the terms of the NVM Express®
Participant’s agreement. Copyright © 2008 to 2024 NVM Express, Inc.
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Description for Changes Document for NVM Express Base Specification 2.0c

New Features/Feature Enhancements/Required Changes:
e Sanitize Media Verification (Optional)

o Description of change:

= Added Sanitize Operation Entered Media Verification State to the Asynchronous
Event Information — /O Command Specific Status.
Added Sanitize Media Verification Event to the Persistent Event log page.
Added Sanitize State (SANS) field to the Sanitize Status log page.
Added Verification Support (VERS) bit to the Identify Controller data structure.
Added Enter Media Verification State (EMVS) bit to the Sanitize command.
Modified the Sanitize command description to refer to the Sanitize Operation State
Machine.
= Added Sanitize Operation State Machine, including requirements for states and for

transitions.

o New requirement /incompatible change

» The Sanitize Progress (SPROG) field indicates progress separately for the
Processing states and for the Post-Verification Deallocation state. Previously, this
field indicated progress for the entire sanitize operation.

= Hosts that are not aware of Media Verification will not recognize the new Sanitize
Operation Entered Media Verification State AEN.

o References

= Technical Proposal 4152.

Description for Changes Document for NVM Express® NVM Command Set
Specification 1.0c

New Features/Feature Enhancements/Required Changes:
e Sanitize Media Verification (Optional)
o Description of change:
= Defined new behavior of the Read command while in the Media Verification state.
o New requirement /incompatible change:

= During Media Verification state, Read commands will complete with status codes
other than Sanitize In Progress. Hosts that are not aware of Media Verification will
not expect these status codes.

o References

= Technical Proposal 4152.

Technical input submitted to the NVM Express® Workgroup is subject to the terms of the NVM Express®
Participant’s agreement. Copyright © 2008 to 2024 NVM Express, Inc.
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Description for Changes Document for NVM Express® Zoned Namespace
Command Set Specification 1.1c

New Features/Feature Enhancements/Required Changes:
e Sanitize Media Verification (Optional)
o Description of change:

= During Media Verification state, logical block content is as defined in the NVM
Command Set Specification.

o New requirement /incompatible change:

= During Media Verification state, logical block content is as defined in the NVM
Command Set Specification.

o References

= Technical Proposal 4152.

Description for Changes Document for NVM Express® Key Value Command Set
Specification 1.0c

New Features/Feature Enhancements/Required Changes:
e Sanitize Media Verification (Optional)
o Description of change:

= Namespaces associated with the Key Value Command Set do not support
additional media modification.

o New requirement /incompatible change:

= During Media Verification state and Post-Verification Deallocation state,
namespaces associated with the Key Value Command Set are not accessible.

o References

= Technical Proposal 4152.

Technical input submitted to the NVM Express® Workgroup is subject to the terms of the NVM Express®
Participant’s agreement. Copyright © 2008 to 2024 NVM Express, Inc.
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Markup Conventions:

Black: Unchanged (however, hot links are removed)
Fodsileedono Deleted

Blue: New

Blue Highlighted: TBD values, anchors, and links to be inserted in new text.
Purple-Strikethrough:  Moved text — source

Purple: Moved text — destination

<Green Bracketed>: Notes to editor

Technical input submitted to the NVM Express® Workgroup is subject to the terms of the NVM Express®
Participant’s agreement. Copyright © 2008 to 2024 NVM Express, Inc.
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Description of Specification Changes for the NVM Express Base Specification
2.0c

1 Introduction

1.5 Definitions

1.5.6 audit

The process of accessing media to determine correct operation of a sanitize operation. Refer to section
8.21 and to ISO/IEC 27040.

1.5.DEF1 sanitization target

The target of a sanitize operation (i.e., an NVM subsystem).

1.8 References

IEEE Std 2883™-2022, IEEE Standard for Sanitizing Storage. Available from https://standards.ieee.org.
3 NVM Express Architecture

3.3 NVM Queue Models

3.3.3 Queueing Data Structures

3.3.3.2 Common Completion Queue Entry

3.3.3.2.1 Status Field Definition

3.3.3.2.1.2 Command Specific Status Definition

Figure 96: Status Code — Command Specific Status Values, /0 Commands

Value Description
9Ch Successful Media Verification Read
9Dh 84h to Reserved
B7h
B8h Zoned Boundary Error

Technical input submitted to the NVM Express® Workgroup is subject to the terms of the NVM Express®
Participant’s agreement. Copyright © 2008 to 2024 NVM Express, Inc.
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Figure 96: Status Code — Command Specific Status Values, I/O Commands

Value | Description
Notes:
1. A=Alll/O Command Sets, C = Command Set Specific.

5 Admin Command Set

Figure 140 lists the Admin commands that are allowed while a during-the-processing-ef-a-sanitize operation
is in progress and the Admin commands that should be allowed during the processing of a Format NVM
command.

If a Format NVM command is in progress, then an Admin command not listed in Figure 140 that is submitted
for any namespace affected by that Format NVM command may be aborted. If aborted for that reason, then
a status code of Format in Progress should be returned.

If there are Admin commands not listed in Figure 140 being processed for a namespace, then a Format
NVM command which is submitted that affects that namespace may be aborted. If aborted for that reason,
then a status code of Command Sequence Error should be returned.

Figure 140: Sanitize Operations and Format NVM Command — Admin Commands Allowed

Admin Command Additional Restrictions for Format NVM Addltlongl Restrlct.lons for
command sanitize operations
Prohibited during sanitize

operations if the SANACT field is set
to a value other than 101b (i.e., Exit
Media Verification State). Sanitize
operations are described in section
8.21.

Sanitize

5.2 Asynchronous Event request command

5.2.1 Command Completion

Figure 148: Asynchronous Event Information — I/O Command Specific Status

Value Description

00h Reservation Log Page Available: Indicates that one or more Reservation Notification log pages
(refer to section 5.16.1.24) have been added to the Reservation Notification log.

Sanitize Operation Completed: Indicates that a sanitize operation has completed (including any
associated additional media modification, refer to the No-Deallocate Modifies Media After Sanitize
field in Figure 275) without unexpected deallocation of all media allocated for user data (refer to
section 5.27.1.19) and status is available in the Sanitize Status log page (refer to section 5.16.1.25).

01lh

Technical input submitted to the NVM Express® Workgroup is subject to the terms of the NVM Express®
Participant’s agreement. Copyright © 2008 to 2024 NVM Express, Inc.
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Figure 148: Asynchronous Event Information — 1/O Command Specific Status

Value

Description

02h

Sanitize Operation Completed With Unexpected Deallocation: Indicates that a sanitize operation
for which No-Deallocate After Sanitize (refer to Figure 303) was requested has completed with the
unexpected deallocation of all media allocated for user data (refer to section 5.27.1.19) and status is
available in the Sanitize Status log page (refer to section 5.16.1.25).

03h

Sanitize Operation Entered Media Verification State: Indicates that sanitize processing was
successful, the sanitize operation entered the Media Verification state (refer to section 8.21), and
status is available in the Sanitize Status log page (refer to section 5.16.1.25).

04h 63k to FFh

Reserved

5.14 Format NVM command

Figure 189: Format NVM — Command Dword 10

Bits Description

11:09

Secure Erase Settings (SES): This field specifies whether a secure erase should be performed
as part of the format and the type of the secure erase operation. The erase applies to all user data,
regardless of location (e.g., within an exposed LBA (refer to the NVM Express NVM Command
Set Specification), within a cache, within deallocated logical blocks, etc.).

Value Definition

000b No secure erase operation requested

User Data Erase: All user data shall be erased, contents of the
media allocated for user data after the erase is indeterminate
(e.g., the user data may be zero filled, one filled, etc.). If a User
Data Erase is requested and all affected user data is encrypted,
then the controller is allowed to use a cryptographic erase to
perform the requested User Data Erase.

Cryptographic Erase: All user data shall be erased
010b cryptographically. This is accomplished by deleting the
encryption key.

0llbto 111b | Reserved

001b

5.16 Get Log Page command

5.16.1 Log Specific Information

5.16.1.14 Persistent Event (Log Identifier ODh)

Technical input submitted to the NVM Express® Workgroup is subject to the terms of the NVM Express®
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Figure 224: Persistent Event Log Page

Bytes | Description

Persistent Event Log Header

511:480

Supported Events Bitmap: This field contains a bitmap indicating support for the persistent
event log events. Each bit in the bitmap corresponds to the value for the event type (refer to
Figure 226) (e.g., bit 222 decimal, DEh, corresponds to event type value DEh, Vendor
Specific Event). A bit set to ‘1’ indicates that the corresponding event is supported. A bit
cleared to ‘0’ indicates that the corresponding event is not supported.

Bits Definition Reference
255:224 Reserved
TCG Storage
223 TCG Defined Interface
Interactions
Specification
222 Vendor Specific Event Supported 5.16.1.14.1.14
221:24 15 | Reserved
14 Sanitize Media Verification Event Support 5.16.1.14.1.TBD
13 Thermal Excursion Event Support 5.16.1.14.1.13

The format of the Persistent Events in the Persistent Event log is shown in Figure 225.

Figure 225: Persistent Event Format

Bytes Description
Persistent Event Log Event Data
EHL+EL+2: Event Data: This field contains persistent event log events event data, if any (refer to section
EHL+3+VSIL 5.16.1.14.1).

5.16.1.14.1Persistent Event Log Events

Figure 226: Persistent Event Log Event Types

Type Q/Ml Event Reference Section
0Dh [®) Thermal Excursion 5.16.1.14.1.13
OEh (®) Sanitize Media Verification Event 5.16.1.14.1.TBD
OFh 6Eh to DDh Reserved
DEh (@) Vendor Specific Event 5.16.1.14.1.14
DFh O TCG Defined 5.16.1.14.1.15
EOh to FFh Reserved
Notes:
1. O/M definition: O = Optional, M = Mandatory.
2. Mandatory for NVMe over PCle implementations, Optional for NVMe over Fabrics implementations.
3. Mandatory if the command used to initiate the activity reported by the event is supported.

Technical input submitted to the NVM Express® Workgroup is subject to the terms of the NVM Express®
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5.16.1.14.1.9 Sanitize Start Event (Event Type 09h)

A Sanitize Start event shall be recorded in the Persistent Event Log at the start of a sanitize operation (i.e.,
the sanitization target transitions to the Restricted Processing state or the Unrestricted Processing state,
as described in section 8.21.TBD+2).

The Sanitize Start event shall set the Persistent Event Log Event Format Header:

e Event Type field to 09h; and
e Event Type Revision field to 01h.

Figure 239: Sanitize Start Event Data Format (Event Type 09h)

Bytes Description

03:00 SANICAP: Contains the contents of the SANICAP field from the Identify Controller data structure.
. Sanitize CDW10: Contains the value from command Dword 10 of the Sanitize command (refer

07:04 )

to Figure 303).

Sanitize CDW11: Contains the value from command Dword 11 of the Sanitize command (refer

to Figure 304).

11:08

5.16.1.14.1.10 Sanitize Completion Event (Event Type 0Ah)

A Sanitize Completion event shall be recorded in the Persistent Event Log at the completion of a sanitize
operation (i.e., the sanitization target transitions to the Idle state, the Restricted Failure state, or the
Unrestricted Failure state, as described in section 8.21. TBD+2).

The Sanitize Completion event shall set the Persistent Event Log Event Format Header:
e Event Type field to OAh; and
o Event Type Reuvision field to 01h.

Figure 240: Sanitize Completion Event Data Format (Event Type 0Ah)

Bytes | Description

1:0 Sanitize Progress: Contains the sanitize progress at the time of this event using the format
) specified for the SPROG field in the Sanitize Status log page (refer to section 5.16.1.25).
Sanitize Status: Contains the sanitize status for the time of this event using the format specified
3:2 for the SSTAT field in the Sanitize Status log page. (e.g., the Global Data Erase bit indicates the
status at the time of this event).
Completion Information: Contains a vendor specific value that may provide more information
about the completion of the sanitize operation (e.g., if the sanitize operation did not complete
successfully, then this field may contain a vendor specific code that indicates a vendor specific
reason).
7:6 Reserved

5:4

5.16.1.14.1.TBD Sanitize Media Verification Event (Event Type OEh)

A Sanitize Media Verification event shall be recorded in the Persistent Event log page upon transition to
the Media Verification state (refer to section 8.21.TBD+2.6).

No Event Data (refer to Figure 225) is defined for this event.
The Sanitize Media Verification event shall set the Persistent Event Log Event Format Header:

e Event Type field to OEh;
e Event Type Reuvision field to 01h; and
¢ Event Length field to Oh.

Technical input submitted to the NVM Express® Workgroup is subject to the terms of the NVM Express®
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5.16.1.25 Sanitize Status (Log Identifier 81h)

< Note to Editor: The description of bytes 3:2 is moved into a sub-table, and additional text is added. >

Figure 267: Sanitize Status Log Page

Bytes Description
Sanitize Progress (SPROG): This field indicates the fraction complete of the:
e sanitize eperation processing state (i.e., the Restricted Processing state or the
Unrestricted Processing state); or
e Post-Verification Deallocation state, if the Post-Verification Deallocation state is
entered as part of the sanitize operation.
The value is the a numerator of the fraction complete that has 65,536 (10000h) as its
01:00 denominator. This value shall be set to FFFFh if bits-2:0-6fthe- SSTAT the Sanitize Operation

Status (SOS) field are is net set to a value other than 010b (i.e., Sanitizing) or if the
sanitization target is in the Media Verification state. Refer to section 8.21.TBD+2 for the
effects of state changes that change the value of this field.

Technical input submitted to the NVM Express® Workgroup is subject to the terms of the NVM Express®
Participant’s agreement. Copyright © 2008 to 2024 NVM Express, Inc.




NVM Express® Technical Proposal TP4152 19

Sanitize Status (SSTAT): This field contains the status associated with the most recent
sanitize operation.

Bits Description
15:09 10 Reserved

Media Verification Canceled (MVCNCLD): This bit indicates whether
the Media Verification state is canceled.

If the most recent sanitize operation was started by a Sanitize command
with the EMVS bit set to ‘1" and during the Restricted Processing state,
the Unrestricted Processing state, or the Media Verification state:

a) achange in the composition of the NVM subsystem prevents
media verification ; or

b) a Controller Level Reset of any controller in the NVM
subsystem occurs that is caused by:

e atransport-specific reset type (refer to the applicable
NVMe Transport specification); or

e an NVM Subsystem Reset,

09

then this bit is set to ‘1’. Otherwise, this bit is cleared to ‘0.

Refer to the Sanitize Operation State Machine defined in section
8.21.TBD+2 for conditions that affect the setting of this bit.
Global Data Erased (GDE): If sette-4then no ramespace user data in
the-NVM-subsystem has been written to the NVM subsystem and no
Persistent Memory Region in the NVM subsystem has been enabled:

a) since being manufactured and the NVM subsystem has never

been sanitized; or
b) since the most recent successful sanitize operation-,

then this bit shall be set to “1’. Otherwise, this bit shall be cleared to ‘0.

03:02 08

Overwrite Passes Completed (OPC): This field shall indicate eontains
the number of completed passes if the most recent sanitize operation was
an Overwrite. This field shall be cleared to Oh if the most recent sanitize
operation was not an Overwrite.

Sanitize Operation Status (SOS): This field indicates eontains the status
of the most recent sanitize operation as shown below. Sanitize states are
described in section 8.21. TBD+2.

07:03

Value Definition

Sanitize Never Started: Fhe—NVM

subsystem-has—neverhbeer-sanitized—If a

000b _sanitize operation has never been started
in the NVM subsystem, then this value shall

02:00 be reported. Otherwise, this value shall not

be reported.

Sanitized: If:

a) Tthe most recent sanitize
operation completed successfully

including—any—additional—media
nodificatio (le_e_ to t_e o

A  and

001b
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b) the Sanitize Operation State
Machine is in the Idle state,

then this value shall be reported.
Otherwise, this value shall not be reported.

010b

Sanitizing: If A—a sanitize operation is
currently in progress (i.e., in the Restricted
Processing state, the  Unrestricted
Processing state, the Media Verification
state, or the Post-Verification Deallocation
state), then this value shall be reported.
Otherwise, this value shall not be reported.

011b

Sanitize Failed: If Fthe most recent
sanitize operation failed, then this value
shall be reported. Otherwise, this value
shall not be reported.

This value shall be reported when the
Sanitize Operation State Machine is in the
Restricted Failure state or the Unrestricted
Failure state.

This value is able to be reported when the
Sanitize Operation State Machine is in the
Idle state.

100b

Sanitized Unexpected Deallocate: If:

a) Fthe most recent sanitize
operation for which No-Deallocate
After Sanitize (refer to section
5.24) was requested has
completed  successfully  with
deallocation of all media allocated
for user data (refer to section
5.27.1.19); and

b) the Sanitize Operation State
Machine is in the Idle state,

then this value shall be reported.
Otherwise, this value shall not be reported.

101bto 111b

Reserved
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Bytes Description
e-mostrecent sanitize-operation comp sted successiy 5 e d g any
010b
011b
100b
101bto111b
Sanitize Command Dword 10 Information (SCDW10): This field shall indicate eentains-the
07:04 value of the Command Dword 10 field of the Sanitize command that started the sanitize

operation whose status is reported in the SSTAT field. Refer to Figure 303.

Estimated Time For Overwrite: This field shall indicates the number of seconds required to
complete sanitize processing (i.e., the time difference between entering and exiting the
Restricted Processing state or the Unrestricted Processing state) of an Overwrite sanitize
operation with 16 passes in the background (refer to section 5.24) when the No-Deallocate
11:08 Modifies Media After Sanitize field (refer to Figure 275) is ret set to a value other than 10b.

A value of Oh indicates that the sanitize processing eperatien is expected to be completed in
the background when the Sanitize command that started that operation is completed. A value
of FFFFFFFFh indicates that no time period is reported.

Estimated Time For Block Erase: This field shall indicates the number of seconds required
to complete sanitize processing (i.e., the time difference between entering and exiting the
Restricted Processing state or the Unrestricted Processing state) of a Block Erase sanitize
operation in the background (refer to section 5.24) when the No-Deallocate Modifies Media
15:12 After Sanitize field (refer to Figure 275) is ot set to a value other than 10b.

A value of Oh indicates that the sanitize processing eperation is expected to be completed in
the background when the Sanitize command that started that operation is completed. A value
of FFFFFFFFh indicates that no time period is reported.

Estimated Time For Crypto Erase: This field shall indicates the number of seconds required
to complete sanitize processing (i.e., the time difference between entering and exiting the
Restricted Processing state or the Unrestricted Processing state) of a Crypto Erase sanitize
in the background (refer to section 5.24) when the No-Deallocate Modifies Media After
19:16 Sanitize field (refer to Figure 275) is net set to a value other than 10b.

A value of Oh indicates that the sanitize processing eperatien is expected to be completed in
the background when the Sanitize command that started that operation is completed. A value
of FFFFFFFFh indicates that no time period is reported.

Estimated Time For Overwrite With No-Deallocate Media Modification: This field shall
indicates the number of seconds required to complete sanitize processing (i.e., the time
difference between entering and exiting the Restricted Processing state or the Unrestricted
Processing state) of an Overwrite sanitize operation, and-the-including associated additional

media modification, afterthe-Overwrite-sanitize-operation-in the background (refer to section
5.24) when:

23:20 a) the No-Deallocate After Sanitize bit was set to ‘1’ in the Sanitize command that
requested the Overwrite sanitize operation; and

b) the No-Deallocate Modifies Media After Sanitize field (refer to Figure 275) is set to
10b.

A value of Oh indicates that the sanitize processing eperatien is expected to be completed in
the background when the Sanitize command that started that operation is completed. A value
of FFFFFFFFh indicates that no time period is reported.
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Bytes

Description

27:24

Estimated Time For Block Erase With No-Deallocate Media Modification: This field shall
indicates the number of seconds required to complete sanitize processing (i.e., the time
difference between entering and exiting the Restricted Processing state or the Unrestricted
Processing state) of a Block Erase sanitize operation, and-the-including associated additional

media modification, after-theBlock-Erase-sanitize—operation in the background (refer to

section 5.24) when:

a) the No-Deallocate After Sanitize bit was set to ‘1’ in the Sanitize command that
requested the Block Erase sanitize operation; and

b) the No-Deallocate Modifies Media After Sanitize field (refer to Figure 275) is set to
10b.

A value of Oh indicates that the sanitize processing eperatien is expected to be completed in
the background when the Sanitize command that started that operation is completed. A value
of FFFFFFFFh indicates that no time period is reported.

31:28

Estimated Time For Crypto Erase With No-Deallocate Media Modification: This field
shall indicates the number of seconds required to complete sanitize processing (i.e., the time
difference between entering and exiting the Restricted Processing state or the Unrestricted
Processing state) of a Crypto Erase sanitize operation, and—the—including associated

additional media modification, afterthe-Crypto-Erase-sanitize-operation-in the background
(refer to section 5.24) when:

a) the No-Deallocate After Sanitize bit was set to ‘1’ in the Sanitize command that
requested the Crypto Erase sanitize operation; and

b) the No-Deallocate Modifies Media After Sanitize field (refer to Figure 275) is set to
10b.

A value of Oh indicates that the sanitize processing eperation is expected to be completed in
the background when the Sanitize command that started that operation is completed. A value
of FFFFFFFFh indicates that no time period is reported.

35:32

Estimated Time For Post-Verification Deallocation State: This field shall indicate the
number of seconds required to deallocate all media allocated for user data after exiting the
Media Verification state (i.e., the time difference between entering and exiting the Post-
Verification Deallocation state), if that state is entered as part of the sanitize operation. A
value of FFFFFFFFh indicates that no time period is reported.
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Bytes Description
Sanitize State Information (SSI): This field indicates additional information about the state
of sanitization.

Bits Description

Failure State (FAILS): If the SOS field is set to 011b (i.e., Sanitize
Failed), then this field shall indicate the state of the Sanitize Operation
State Machine (refer to Figure FigSM) in which the failure occurred.

The values of this field are sanitize states, defined in the description of
74 the SANS field.

If the VERS bit is cleared to ‘0’, then this field shall be cleared to Oh.

If the SOS field is set to a value other than 011b (i.e., Sanitize Failed),
then this field shall be cleared to Oh.

36 Sanitize State (SANS): This field shall indicate the current state of the
Sanitize Operation State Machine (refer to Figure FigSM).

If the VERS bit is cleared to ‘0’, then this field shall be cleared to Oh.

Value State Reference

Oh Idle 8.21.TBD+2.1
3:0 1h Restricted Processing 8.21.TBD+2.2
’ 2h Restricted Failure 8.21.TBD+2.3
3h Unrestricted Processing 8.21.TBD+2.4
4h Unrestricted Failure 8.21.TBD+2.5
5h Media Verification 8.21.TBD+2.6
6h Post-Verification Deallocation 8.21.TBD+2.7

All other Reserved

values
511:32 37 Reserved

5.17 Identify command

5.17.2 Identify Data Structures
5.17.2.1 Identify Controller Data Structure (CNS 01h)

The Identify Controller data structure (refer to Figure 275) is returned to the host for the controller processing
the command.

igure 275: Identify Controller Data Structure

=T

Disc Description

Bytes I/0 Admin
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Sanitize Capabilities (SANICAP): This field indicates attributes for sanitize operations.
If the Sanitize command is supported, then this field shall be non-zero. If the Sanitize
command is not supported, then this field shall be cleared to Oh. Refer to section 8.21.

Bits Description

No-Deallocate  Modifies Media After Sanitize
(NODMMAS): This field indicates if media is additionally
modified by the controller as part of sanitize processing
afterosoniizesoorabencsoecccclulbrcompleles that had
been started by a Sanitize command with the No-
Deallocate After Sanitize bit set to ‘1°.

Ie."."g requ ed—for—the assee ate_el add tona edia
gd.. cato S eueleel_bet ; € .ESE ated tnte_ © eaﬁen
to-Figure-267).
Value Definition
— - fioat ﬁ —

00b valbe—Additional media modification as part

of sanitize processing is not defined. Only
31:30 controllers compliant with NVM Express Base
Specification, Revision 1.3 and earlier, or
controllers that do not support the Sanitize
command are allowed to return this value.

Media is-shall not be additionally modified by
331:328 o o R 01b the controlle_r'as part of sanitize processing
after——sanitize——operation——completes

Media is-shall be additionally modified by the
controller as part of sanitize processing that
had been started by a Sanitize command with
the No-Deallocate After Sanitize bit set to ‘1’
10b odn—eonlizo———enordon——eomeloios
Completed—event-does—hot-oecu—untithe
11b Reserved

No-Deallocate Inhibited (NDI): If this bit is set to ‘1’ and
the No-Deallocate Response Mode bit (refer to Figure 352)
is set to “1’, then the controller deallocates afterthe-sanitize
operation all media allocated for user data before the
Restricted Processing:ldle transition occurs or the
Unrestricted Processing:ldle transition occurs (refer to
section 8.21.TBD+2), even if the No-Deallocate After
29 Sanitize bit is set to ‘1’ in a Sanitize command.

If:

a) this bitis setto ‘1’;
b) the No-Deallocate After Sanitize bit is set to ‘1’ in
a Sanitize command, and:

1) the No-Deallocate Response Mode bit {refer
to-Figure-352) is cleared to ‘0’; or

Technical input submitted to the NVM Express® Workgroup is subject to the terms of the NVM Express®
Participant’s agreement. Copyright © 2008 to 2024 NVM Express, Inc.




NVM Express® Technical Proposal TP4152 25

Bytes /0

1 1 1

Admin Disc Description

2) the Sanitize Config Feature (refer to section
5.27.1.19) is not supported,

then the controller aborts the Sanitize command with a
status code of Invalid Field in Command.

If the No-Deallocate After Sanitize bit is cleared to ‘0’ in a
Sanitize command, then the value of this bit has no effect
on the processing of that Sanitize command or on the
sanitize operation that is started by that Sanitize command.

If this bit is cleared to ‘0’, then the controller supports the
No-Deallocate After Sanitize bit in a Sanitize command.
eOHtFOHer—Sha”—elear—tkHS—b}t—tO—&' j ‘ ’.

28:03 04 Reserved

Verification Support (VERS): If this bit is set to ‘1’, then
the controller supports the Media Verification state and the
Post-Verification Deallocation state. If this bit is cleared to
‘0’, then the controller does not support the Media
03 Verification state and does not support the Post-
Verification Deallocation state.

If the BES bit is cleared to ‘0’ and the CES bit is cleared to
‘0’, then this bit shall be cleared to ‘0’.

Overwrite Support (OWS): If set to ‘1°, then the controller
supports the Overwrite sanitize operation. If cleared to ‘0’,
then the controller does not support the Overwrite sanitize
operation.

02

Block Erase Support (BES): If set to ‘1’, then the
controller supports the Block Erase sanitize operation. If
cleared to ‘0’, then the controller does not support the Block
Erase sanitize operation.

01

Crypto Erase Support (CES): If set to ‘1", then the
controller supports the Crypto Erase sanitize operation. If
cleared to ‘0’, then the controller does not support the
Crypto Erase sanitize operation.

00

5.24 Sanitize command

The Sanitize command is used to start a sanitize operation that targets the NVM subsystem or to recover
from a previously failed sanitize operation that targeted the NVM subsystem. The sanitize operation types
that may be supported are Block Erase, Crypto Erase, and Overwrite.

A sanitize operation consists of:
e sanitize processing (refer to section 8.21), which may include:
o deallocation of all media allocated for user data; and
o additional media modification;
e optional verification of media allocated for user data; and
e post-verification deallocation of all media allocated for user data following media verification, if any,
as described in section 8.21.

All sanitize operations are processed performed in the background (i.e., completion of the Sanitize
command that starts a sanitize operation does not indicate completion of the that sanitize operation). Refer
to section 8.21 for details on the sanitize operation.
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If the NVM subsystem supports multiple domains and the Sanitize command is not able to start a sanitize
operation as a result of the NVM subsystem being divided (refer to section 3.2.4), then the controller shall
abort the Sanitize command shall-be-aberted with a status code of Asymmetric Access Inaccessible or
Asymmetric Access Persistent Loss.

The Sanitize Capabilities (SANICAP) field in the Identify Controller data structure (refer to Figure 275)
indicates:

a) the sanitize operation types supported;

b) whether setting the No-Deallocate After Sanitize (NDAS) bit (-e—Sanitize-command-Dword-10-bit
9 refer to Figure 303) causes media to be modified as part of sanitize processing aftera-sucecesstul

iti j -and

c) whether the controller inhibits the functionality of the No-Deallocation After Sanitize bit in the
Sanitize command; and

d) whether the controller supports the Media Verification state and the Post-Verification Deallocation
state (refer to the Verification Support (VERS) bit in the SANICAP field in Figure 275).

If an-unsupported-sanitize-operation-type-is-selected-by a Sanitize command specifies an unsupported

value in the SANACT field (refer to Figure 303), then the controller shall abort the command with a status
code of Invalid Field in Command.
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If the Verification Support (VERS) bit is cleared to ‘0’ and a Sanitize command specifies the Enter Media
Verification State (EMVS) bit set to ‘1’ (refer to Figure 303), then the controller shall abort the command
with a status code of Invalid Field in Command.

If the Verification Support (VERS) bit is set to ‘1’ and a Sanitize command is processed that specifies:

a) the Enter Media Verification State (EMVS) bit set to ‘“1’, the SANACT field set to a value of 010b
(i.e., Block Erase) or a value of 100b (i.e., Crypto Erase), and the No-Deallocate After Sanitize
(NDAS) bit cleared to ‘0’, then successful sanitize processing is followed by entry to the Media
Verification state;

b) the Enter Media Verification State (EMVS) bit set to ‘1" and:

a) the SANACT field set to 011b (i.e., Overwrite); or
b) the No-Deallocate After Sanitize (NDAS) bit set to ‘1’,
then the controller shall abort the command with a status code of Invalid Field in Command,;

c) the SANACT field set to 101b (i.e., Exit Media Verification State) and the sanitization target is in
the Media Verification state, then:

e the controller does not start a new sanitize operation; and

e the sanitization target transitions from the Media Verification state to the Post-Verification
Deallocation state, in which all media allocated for user data in the NVM subsystem is
deallocated:;

or

d) the SANACT field set to 101b (i.e., Exit Media Verification State) and the sanitization target is not
in the Media Verification state, then the controller shall abort the command with a status code of
Invalid Field in Command.

If any Persistent Memory Region is enabled in an NVM subsystem, then the controller shall abort any
Sanltlze command W|th a status code of Sanltlze Prohlblted While Per5|stent Memory Region is Enabled.

If any namespace is write protected in an NVM subsystem (refer to section 8.12), then the controller aborts
any Sanitize command with a status code of Namespace is Write Protected.—A-sanitize—operation—is

srehibiodhnlo e nnmnnosoes e wen sradastod
If a firmware activation with reset is pending, then the controller shall abort any Sanitize command.

If the Firmware Commit command that established the pending firmware activation with reset condition
returned a status code of:

a) Firmware Activation Requires Controller Level Reset;
b) Firmware Activation Requires Conventional Reset; or
c) Firmware Activation Requires NVM Subsystem Reset,

then the controller should abort the Sanitize command with that same status code.

If the Firmware Commit command that established the pending firmware activation with reset condition
completed successfully or returned a status code other than:

a) Firmware Activation Requires Controller Level Reset;
b) Firmware Activation Requires Conventional Reset; or
c) Firmware Activation Requires NVM Subsystem Reset,

then the controller should abort the Sanitize command with a status code of Firmware Activation Requires
Controller Level Reset.

Activation of new firmware is prohibited during a sanitize operation (refer to section 8.21.TBD+3).

Support for Sanitize commands in a Controller Memory Buffer (i.e., submitted to an Admin Submission
Queue in a Controller Memory Buffer or specifying an Admin Completion Queue in a Controller Memory
Buffer) is implementation specific. If an implementation does not support Sanitize commands in a Controller
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Memory Buffer and a controller’'s Admin Submission Queue or Admin Completion Queue is in the Controller
Memory Buffer, then the controller shall abort all Sanitize commands with a status code of Command Not
Supported for Queue in CMB.

All sanitize operations (i.e., Block Erase, Crypto Erase, and Overwrite) are performed in the background
(i.e., Sanitize command compleuon does not indicate sanitize operation completion). If a sanitize operation
is-started starts as a result of a Sanitize command, then the controller shall complete the that Sanitize
command with a status code of Successful Completion. If the controller completes a Sanitize command
with any status code other than Successful Completion, then the controller:

¢ shall not start the sanitize operation for that command;
¢ shall not modify the Sanitize Status log page; and
e shall not alter any user data.

The Sanitize command uses Command Dword 10 and Command Dword 11. All other command specific
fields are reserved.

Figure 303: Sanitize — Command Dword 10

Bits Description
31:1011 | Reserved
Enter Media Verification State (EMVS): If this bit is set to ‘1’, then the Media Verification state
shall be entered if sanitize processing completes successfully (i.e., the Global Data Erased (GDE)
10 bit is set to ‘1’ (refer to Figure 267)). If this bit is cleared to ‘0’, then this bit shall have no effect.

If the SANACT field does not specify starting a sanitize operation (i.e., is set to any value other
than 010b, 011b, or 100b), then this bit shall be ignored by the controller.

No-Deallocate After Sanitize (NDAS): If this bit is set to ‘1’ and the No-Deallocate Inhibited bit
(refer to Figure 275) is cleared to ‘0’, then the controller shall not deallocate any media allocated
for user data as a result of successfully completing the sanitize operation. If this bit is:

a) clearedto ‘0’; or

09 b) setto ‘1’ and the No-Deallocate Inhibited bit is set to ‘1’
then the controller should deallocate all media allocated for user data as a result of successfully

completing the sanitize operation.-Fhis-bit shall-beighored-i-the-Sanitize-ActionfieldHis-set t6-001b
{re—ExitFallure-Mode)-

If the SANACT field does not specify starting a sanitize operation (i.e., is set to any value other
than 010b, 011b, or 100b), then this bit shall be ignored by the controller.

Overwrite Invert Pattern Between Passes (OIPBP): If this bit is set to ‘1’, then the Overwrite
Pattern shall be inverted between passes. If this bit is cleared to ‘0", then the overwrite pattern
shall not be inverted between passes. Fhis-bit-shall-be-ighored-unless If the Sanitize Action field
is not set to a value other than 011b (i.e., Overwrite), then this bit shall be ignored by the controller.
Overwrite Pass Count (OWPASS): This field specifies the number of overwrite passes (i.e., how
many times the media is to be overwritten) using the data from the Overwrite Pattern field of this
07:04 | command. A value of Oh specifies 16 overwrite passes. Fhis-field-shall-be-ignered-unless If the
Sanitize Action field is net set to a value other than 011b (i.e., Overwrite), then this field shall be
ignored by the controller.

Allow Unrestricted Sanitize Exit (AUSE): If this bit is set to ‘1°, then the sanitize processing
operation is performed in unrestricted completion mode (i.e., in the Unrestricted Processing state;
refer to section 8.21.TBD+2.4). If this bit is cleared to ‘0’, then the sanitize processing eperation is
performed in restrlcted completlon mode (i.e., in the Restricted Processing state; refer to section
Mede)—.

If the SANACT field does not specify starting a sanitize operation (i.e., is set to any value other
than 010b, 011b, or 100b), then this bit shall be ignored by the controller.

08
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Figure 303: Sanitize — Command Dword 10

Bits Description
Sanitize Action (SANACT): This field specifies the sanitize action to perform.
Value Description
000b Reserved
001b Exit Failure Mode
02:00 010b Start a Block Erase sanitize operation
011b Start an Overwrite sanitize operation
100b Start a Crypto Erase sanitize operation
101b Exit Media Verification State
110b 1046 to Reserved
111b
Figure 304: Sanitize — Command Dword 11
Bits Description
Overwrite Pattern (OVRPAT): Fhis-fi
: ke- ite}. This field specifies a 32-bit pattern that is used for the
31:00 | Overwrite sanitize operation. Refer to section 8.21.
If the Sanitize Action field is set to a value other than 011b (i.e., Overwrite), then this field shall be
ignored by the controller.

5.241 Command Completion

When the command is complete, the controller shall post a completion queue entry to the Admin Completion
Queue indicating the status for the command. All sanitize operations are performed in the background (i.e.,
completion of the Sanitize command that started that sanitize operation does not indicate completion of the
sanitize operation). If a sanitize operation is-started-starts (refer to section 8.21. TBD+2), then the Sanitize
Status log page shall be updated before posting the completion queue entry for the command that started

that sanitize operation.
Sanitize command specific status values (i.e., SCT field set to 1h) are shown in Figure 305.

Figure 305: Sanitize — Command Specific Status Values

Value | Description

0Bh Firmware Activation Requires Conventional Reset: The sanitize operation could not be started
because a firmware activation is pending and a Conventional Reset is required.

10h Firmware Activation Requires NVM Subsystem Reset: The sanitize operation could not be
started because a firmware activation is pending and an NVM Subsystem Reset is required.
Firmware Activation Requires Controller Level Reset: The sanitize operation could not be

11h . > T . . -
started because a firmware activation is pending and a Controller Level Reset is required.

23h Sanitize Prohibited While Persistent Memory Region is Enabled: A sanitize operation is
prohibited while the Persistent Memory Region is enabled.
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5.27 Set Features command

5.27.1 Feature Specific Information

5.27.1.19 Sanitize Config (Feature Identifier 17h)

Figure 352: Sanitize Config — Command Dword 11

Bits Description

31:01 [ Reserved

No-Deallocate Response Mode (NODRM): If the No-Deallocate Inhibited bit} is set to ‘1’ in the
Sanitize Capabilities field of the Identify Controller data structure (refer to Figure 275), then this bit
defines the response of the controller to a Sanitize command processed with the No-Deallocate
After Sanitize (NDAS) bit set to ‘1’ (refer to Figure 303) set-to—+.

If this bit is set to ‘1’ (i.e., No-Deallocate Warning Response Mode), then the controller shall
process such Sanitize commands, and if the resulting sanitize operation is completed successfully,
00 then :0-6 aniti atus-field anitize hall-be-set-to-100b the
SOS field shall be set to 100b (i.e., Sanitized Unexpected Deallocate) in the Sanitize Status log
page (refer to Figure 267).

If this bit is cleared to ‘0’ (i.e., No-Deallocate Error Response Mode), then the controller shall abort
such Sanitize commands with a status code of Invalid Field in Command.

If the No-Deallocate Inhibited bit in the Sanitize Capabilities field of the Identify Controller data
structure (refer to Figure 275) is cleared to ‘0’, then this bit has no effect.
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8 Extended Capabilities

8.21 Sanitize Operations

A sanitize operation alters all user data in the N\\M-subsystem sanitization target such that recovery of any
previous user data from any cache, the non-volatile media, or any Controller Memory Buffer is not possible.
It is implementation specific whether Submission Queues and Completion Queues within a Controller
Memory Buffer are altered by a sanitize operation; all other data stored in all Controller Memory Buffers is
altered by a sanitize operation. If a portion of the user data was not altered and the sanitize operation
completed successfully, then the NVM subsystem shall ensure permanent inaccessibility of that portion of
the media allocated for user data for any future use within the NVM subsystem (e.g., retrieval from NVM
media, caches, or any Controller Memory Buffer) and permanent inaccessibility of that portion of the media
allocated for user data via any interface to the NVM subsystem, including management interfaces as
defined by the NVM Express Management Interface Specification.

8.21.TBD Elements of Sanitize Operations

A sanitize operation consists of:
e sanitize processing, which may include:
o deallocation of all media allocated for user data; and
o additional media modification;
e optional verification of media allocated for user data; and
e post-verification deallocation of all media allocated for user data following media verification, if any.

Sanitize processing is performed in either restricted completion mode (i.e., in the Restricted Processing
state) or in unrestricted completion mode (i.e., in the Unrestricted Processing state), as specified by the
Allow Unrestricted Sanitize Exit (AUSE) bit in the Sanitize command (refer to Figure 303).

Additional media modification may be performed as part of sanitize processing (i.e., in the Restricted
Processing state or the Unrestricted Processing state) to prevent commands that access media after
completion of sanitize processing from encountering data integrity errors caused by that sanitize
processing.

Additional media modification shall be performed if the NODMMAS field is set to 10b (refer to Figure 275)
and the Sanitize command that started the sanitize operation specifies:

e the Enter Media Verification State (EMVS) bit cleared to ‘0’; and
e the No-Deallocate After Sanitize (NDAS) bit set to ‘1’

Verification of media allocated for user data is able to be performed by the host if the Sanitize Operation
State Machine is in the Media Verification state. A Block Erase sanitize operation or Crypto Erase sanitize
operation may invalidate error correction codes on the media, causing subsequent reads to fail because of
media errors. In the Media Verification state, reads are successful regardless of such invalid error correction
codes which enables the host to perform an audit (refer to section 1.5.6) to verify that the media was
sanitized. Refer to the applicable I/O Command Set specification for details. Media verification is performed
if the Sanitize command that starts a sanitize operation specifies the EMVS bit set to ‘1’ and sanitize
processing completes successfully.

If a sanitize operation includes deallocation of all media allocated for user data, then that deallocation shall
be performed in exactly one of the following states:

e Restricted Processing state;
e Unrestricted Processing state; or
e Post-Verification Deallocation state.

If the Sanitize command (refer to Figure 303) that starts a sanitize operation specifies:

e the Enter Media Verification State (EMVS) bit cleared to ‘0’;
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e the AUSE bit cleared to ‘0’; and
e the No-Deallocate After Sanitize (NDAS) bit is:
o cleared to ‘0’; or
o setto ‘1’ and the controller encounters a condition that results in unexpected deallocation
of all media allocated for user data (refer to section 5.27.1.19),

then deallocation of all media allocated for user data shall be performed in the Restricted Processing state.
If that deallocation fails, then sanitize processing fails.

If Media Verification state is canceled (i.e., the MVCNCLD bit is set to ‘1’) during the Restricted Processing
state, then deallocation of all media allocated for user data shall be performed in the Restricted Processing
state.

If the Sanitize command that starts a sanitize operation specifies:

e the Enter Media Verification State (EMVS) bit cleared to ‘0’;
e the AUSE bit set to ‘1’; and
o the No-Deallocate After Sanitize (NDAS) bit is:
o cleared to ‘0’; or
o setto ‘1’ and the controller encounters a condition that results in unexpected deallocation
of all media allocated for user data (refer to section 5.27.1.19),

then deallocation of all media allocated for user data shall be performed in the Unrestricted Processing
state. If that deallocation fails, then sanitize processing fails.

If the Media Verification state is canceled (i.e., the MVCNCLD bit is set to ‘1) during the Unrestricted
Processing state, then deallocation of all media allocated for user data shall be performed in the
Unrestricted Processing state.

In the Post-Verification Deallocation state the controller deallocates all user data.
In the Post-Verification Deallocation state, if the controller:

e successfully completes deallocating all media allocated for user data, then the sanitization target
enters the Idle state; or

o fails to deallocate all media allocated for user data, then the sanitization target enters the Restricted
Failure state or the Unrestricted Failure state, as described in section 8.21.TBD+2.7.

A Controller Level Reset may cause the sanitize operation not to include the Media Verification state and
the Post-Verification Deallocation state, as described in section 8.21. TBD+2.

8.21.TBD+1 Sanitize Operation Types and Support

The scope of a sanitize operation is all locations in the NVM subsystem that are able to contain user data,
including caches, Persistent Memory Regions, and unallocated or deallocated areas of the media.

If the composition of the NVM subsystem (refer to section 3.2.4) changes (e.g., a new domain is added, or
a division event occurs) and that change prevents the successful completion of a sanitize operation, then
the sanitize operation shall fail.

If the composition of the NVM subsystem changes (e.g., a new domain is added, or a division event occurs)
and that change prevents verification of media allocated for user data, then the Media Verification state is
canceled and the MVCNCLD bit is set to ‘1°.

Sanitize operations do not affect the Replay Protected Memory Block, boot partitions, or other media and
caches that do not contain user data. A sanitize operation also may alter log pages as necessary (e.g., to
prevent derivation of user data from log page information). A sanitize operation is only able to be started if
the NVM subsystem is not divided (refer to section 3.2.4). Onece-started—a A sanitize operation in the
Restricted Processing state, the Unrestricted Processing state, the Media Verification state, or the Post-
Verification Deallocation state is not able to be aborted and continues after a Controller Level Reset,
including across power cycles. Refer to Annex A for further information about sanitize operations.
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The Sanitize command (refer to section 5.24) is used to start a sanitize operation, e+to recover from a
previously failed sanitize operation, or to exit the Media Verification state. All sanitize operations are
performed in the background (i.e., completion of the Sanitize command that starts a sanitize operation does
not indicate completion of the that sanitize operation). The completion of a sanitize operation is and the
optronal transition into the Media Verification state are mdrcated in the Sanitize Status log page, and with

e the Sanitize Operation Completed asynchronous event,
¢ the Sanitize Operation Completed With Unexpected Deallocation asynchronous event, or
e the Sanitize Operation Entered Media Verification State asynchronous event.

If the Sanitize command that started a sanitize operation was submitted to a controller's Admin Submission
Queue, then the asynchronous event shall be reported only by that controller. If the Sanitize command that
started a sanitize operation was submitted to a Management Endpoint (refer to the NVM Express
Management Interface Specification), then the asynchronous event shall not be reported by any controller
in the NVM subsystem.

The Sanitize Capabilities (SANICAP) field of the Identify Controller data structure (refer to Figure 275)
indicates the sanitize operation types supported and controller attributes specific to sanitize operations.

The sanitize operation types are:

e Tthe Block Erase sanitize operation, which alters user data with a low-level block erase method
that is specific to the media for all locations on the media within the N\ M-subsystem-sanitization
target in which user data may be stored;

o Tthe Crypto Erase sanitize operation, which alters user data by changing the media encryption
keys for all locations on the media within the N\V/\M-subsystem-sanitization target in which user data
may be stored; and

o Tthe Overwrite sanitize operation, which alters user data by writing a fixed data pattern or related
patterns one or more times to all locations on the media within the N\\M-subsystem-sanitization
target in which user data may be stored-enre-ormere-times. Figure 474 defines the data pattern or
patterns that are written.

Controller attributes specific to sanitize operations include:

¢ Thethe No-Deallocate Modifies Media After Sanitize (NODMMAS) field, which indicates i
whether media is modified by the controller after-a-sanitize-operation-successfully-completes as
part of sanitize processing that had been requested with the No-Deallocate After Sanitize (NDAS)
bit set to ‘1’ in the Sanitize command that started the sanitize operation; and

¢ the No-Deallocate Inhibited (NDI) bit, which indicates if the controller supports the No-Deallocate
After Sanitize bit in the Sanitize Command; and

e the Verification Support (VERS) bit, which indicates if the controller supports the Media
Verification state and the Post-Verification Deallocation state for sanitization operations that
perform block erase or crypto erase.

value of 10b in the Ident|fy Controller data structure (refer to F|gure 275) and a Sanitize command that
starts a sanitize operation specifies the No-Deallocate After Sanitize (NDAS) bit set to “1°, then sanitize

processmg includes addmonal med|a mod|f|cat|on lh%ade&lenakmedm—meelmeatren—eperatren—aets—emen
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The Overwrite sanitize operation is media specific and may not be appropriate for all media types. For
example, if the media is NAND, multiple pass overwrite operations may have an adverse effect on media
endurance.

Figure 474: Sanitize Operations — Overwrite Mechanism

Overwrite i
1 Overwrite . .2
OIPBP™ | L count! | Pass Number User Data except Pl Metadata Protection Information
‘0’ All All Overwrite Patternl Each byte set to FFh
First Inversion of Overwrite Pattern™ Each byte cleared to 00h
1 Even Subsequent Inversion of Overwrite Pattern1 from previous pass (i.e., each bit
XORed with ‘1)
First Overwrite Patternl Each byte set to FFh
1 Odd Subsequent Inversion -of Overwrite Pattern1 from previous pass (i.e., each bit
XORed with ‘1)

Notes:

1. Parameters are specified in Command Dword 10 and Command Dword 11 of the corresponding Sanitize
command that started the Overwrite operation. The Overwrite Invert Pattern Between Passes (OIPBP) field is
defined in Command Dword 10. The Overwrite Pass Count field is defined in Command Dword 10. The
Overwrite Pattern field is defined in Command Dword 11. Refer to section 5.24.

2. If Protection Information is present within the metadata.

To start a sanitize operation, the host submits a Sanitize command specifying ene-ef-the-sanitize-operation
types{i-eBlock-Erase-Overwrite,or Crypto-Erase)the SANACT field set to:

e 010D (i.e., start a Block Erase type sanitize operation);
e 0l11b (i.e., start a Overwrite type sanitize operation); or
e 100D (i.e., start a Crypto Erase type sanitize operation).

The heostsets Sanitize command specifies other parameters, including: the-Allow-Unrestricted-Sanitize-Exit
it | fror Sanitize bit
e the Allow Unrestricted Sanitize Exit (AUSE) bit;

o the No-Deallocate After Sanitize (NDAS) bit; and
e the Enter Media Verification State (EMVS) bit.

After validating the Sanitize command parameters, the controller starts the sanitize operation in the
background, updates the Sanitize Status log page, and then completes the Sanltlze command Wlth
Successful Completlon status -

If a Sanitize command is completed with any status code other than Successful Completion, then the
controller shall not start the sanitize operation and shall not update the Sanitize Status log page. The
controller igneres shall ignore Critical Warning(s) in the SMART / Health Information log page (e.g., read
only mode) and attempts shall attempt to complete the sanitize operation requested. Refer to section 5 for
further information about restrictions on Admin Commands during the processing of a Sanitize FermatNVM
command.

Following a successful sanitize operation, the values of user data,—pretection-information,—and-nen-P!

metadata (including protection information (PI), if any, and non-PI metadata, if any) that result from an audit
(refer to section 1.5.6) of the NVM-subsystem sanitization target are defined in the 1/O command set
specifications.

The Sanitize Status log page (refer to section 5.16.1.25) indicates eentains estimated times for sanitize
operations and a consistent snapshot of information about the most recently started sanitize operation,
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including whether a sanitize operation is in progress, the sanitize operation parameters, and the status of
the most recent sanitize operation. The controller shall report that a sanitize operation is in progress if:
cltheka

e sanitize processing eperation is in progress er—an (including asseciated additional media
modification, if required) operation-is-in-progress;

e the sanitization target is in the Media Verification state; or

e the sanitization target is in the Post-Verification Deallocation state.

If a sanitize operation is not in progress, then the Global Data Erased (GDE) bit in the log page indicates
whether the NVM-subsystem sanitization target may contain any user data (i.e., whether the sanitization
target has not-been written to since the most recent successful sanitize operation).

The Sanitize Status log page shall be-updated-as-described:

o Initialize-initialized before any controller in the NVM subsystem is ready as described in sections
3.5.3 and 3.5.4; and

The Sanitize Status log page sheuld-be is updated periodically during a sanitize operation to make progress
information available to hosts.

During a sanitize operation, the host may periodically examine the Sanitize Status log page to check for
progress, however, the host should limit this polling (e.g., to at most once every several minutes) to avoid
interfering with the progress of the sanitize operation itself.

The Sanitize Progress (SPROG) field in the Sanitize Status log page indicates progress during states that
may take long times to complete (i.e., the Restricted Processing state, the Unrestricted Processing state,
and the Post-Verification Deallocation state). The SPROG field is cleared to Oh upon entry to any of those
states, and while in any of those states is updated as described in Figure 267. The SPROG field shall not
be modified under any conditions not explicitly permitted by this specification.

A sanitize operation completes when the sanitization target enters any of the following states (refer to
section 8.21.TBD+2):

e the Idle state;
e the Restricted Failure state; or
e the Unrestricted Failure state.
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Upon completion of a sanitize operation or upon entry to the Media Verification state, the host should read
the Sanitize Status log page with the Retain Asynchronous Event bit cleared to ‘O’ (which clears the
asynchronous event, if one was generated).

If a sanitize operation fails (i.e., the sanitization target enters the Restricted Failure state or the Unrestricted
Failure state), all controllers in the NVM subsystem shall abort any command not allowed during a sanitize
operation with a status code of Sanitize Failed (refer to section 8:21-4 8.21.TBD+3) until a subsequent
sanitize operation is started or successful recovery from the failed sanitize operation occurs. A subsequent
successful sanitize operation or the Exit Failure Mode action may be used to recover from a failed sanitize
operation. Refer to section 5.24 for recovery details.

If the Sanitize command is supported, then all controllers in the NVM subsystem and-all-contrellers-shall:

e Ssupport the Sanitize Status log page;

e Ssupport the Sanitize Operation Completed asynchronous event;

e Ssupport the Sanitize Operation Completed With Unexpected Deallocation asynchronous event, if
the Sanitize Config feature is supported,;

e Ssupport the Exit Failure Mode action for a Sanitize command,;

e Ssupport at least one of the following sanitize operation types: Block Erase, Overwrite, or Crypto
Erase;

e Ssupport the same set of sanitize operation types; and

e lindicate the supported sanitize operation types in the Sanitize Capabilities field in the Identify
Controller data structure; and

o if the Verification Support (VERS) bit is set to ‘1’ in the Identify Controller data structure (refer to
Figure 275), support:

o the FAILS field in the Sanitize Status log page (refer to section 5.16.1.25);

the SANS field in the Sanitize Status log page;

the Media Verification state;

the Post-Verification Deallocation state; and

the Sanitize Operation Entered Media Verification State asynchronous event.

O O O O

The Sanitize Config Feature Identifier (refer to section 5.27.1.19) contains the No-Deallocate Response
Mode (NODRM) bit that specifies the response of the controller to a Sanitize command precessed-with
specifying the No-Deallocate After Sanitize (NDAS) bit (refer to Figure 303) set to ‘1’ if the No-Deallocate
Inhibited bit is set to ‘1’ in the Sanitize Capabilities field of the Identify Controller data structure (refer to
Figure 275). In the No-Deallocate Error Response Mode, the controller aborts such Sanitize commands
with a status code of Invalid Field in Command. In the No-Deallocate Warning Response Mode, the
controller processes such Sanitize commands, and if a resulting sanitize operation is completed
successfully, then bits—2:0-ef-the-Sanitize-Statusfield-are the SOS field is set to 100b (i.e., Sanitized
Unexpected Deallocate) in the Sanitize Status log page (refer to Figure 267).
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8.21.TBD+2 Sanitize Operation State Machine

< Editor: Text in this section which is in red-strikethrough has been moved to here from another section and
then deleted. >

The Sanitize Operation State Machine (refer to Figure FigSM) defines the state of sanitization of a
sanitization target. The label on each transition begins with a letter and may include a number. The letter
indicates the condition causing that transition, as described in the section for each state. The number
differentiates between different transitions that have the same transition condition.

Figure FigSM: Sanitize Operation State Machine

Restricted
Failure

Restricted
Processing

Post-
Verification
Deallocation

Media
Verification

Unrestricted
Failure

Unrestricted
Processing

- J

In the state transitions described in this section, asynchronous events are reported as described in section
8.21.TBD+1. In Completion Queue Entry Dword 0 (refer to Figure 144) for the Asynchronous Event Request
command:

a) the Log Page Identifier field shall be set to 81h (i.e., Sanitize Status log page);
b) the Asynchronous Event Information field (refer to section 5.2) shall be set to:
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e 01h (i.e., Sanitize Operation Completed);
e 02h (i.e., Sanitize Operation Completed With Unexpected Deallocation); or
e 03h (i.e., Sanitize Operation Entered Media Verification State);

and
c) the Asynchronous Event Type field shall be set to 110b (i.e., I/O Command specific status).

In each state transition described in this section, the controller shall set the Sanitize State (SANS) field to
the value corresponding to the state being entered.

8.21.TBD+2.1 Idle State

In this state, no sanitize operation is in process. This state applies in the following cases:

a) no sanitize operation has ever been performed on the NVM subsystem since the NVM subsystem
was manufactured;

b) the most recent sanitize operation on the NVM subsystem was successful; and

c) the most recent sanitize operation failed in unrestricted completion mode (i.e., the Sanitize
command specified the AUSE bit set to ‘1) and then the Sanitize Operation State Machine
transitioned from the Unrestricted Failure state to the Idle state when any controller in the NVM
subsystem performed an Exit Failure Mode action.

In this state, any controller in the NVM subsystem processing a Sanitize command specifying the Sanitize
Action field set to 001b (i.e., Exit Failure Mode) shall not be considered an error.

In this state, all controllers in the NVM subsystem are permitted to resume any power management that
was suspended by any prior sanitize operation.

Figure FigSTZI: Idle State Transition Conditions

State Transition o o

Starting Ending Label 1 Transition Condition
Restricted Al The controller starts a sanitize operation in restricted completion mode
Processing (i.e., the Sanitize command specified the AUSE bit cleared to ‘0").

Idle - — — - .

Unrestricted B1 The controller starts a sanitize operation in unrestricted completion mode
Processing (i.e., the Sanitize command specified the AUSE bit set to ‘1").

Notes:

1. Refer to Figure FigSM.

Transition Idle:Restricted Processing:

The controller shall clear the:
a) Sanitize Progress (SPROG) field to Oh; and
b) Media Verification Canceled (MVCNCLD) bit to ‘0.

Transition Idle:Unrestricted Processing:

The controller shall clear the:
a) Sanitize Progress (SPROG) field to Oh; and
b) Media Verification Canceled (MVCNCLD) bit to ‘0.

8.21.TBD+2.2 Restricted Processing State

In this state, if the sanitize operation fails, then the sanitization target transitions to the Restricted Failure
state.

In this state:

a) the controller shall set the Sanitize Progress (SPROG) field as described in Figure 267;
b) the controller shall perform additional media modification, if required, as described in section
8.21.TBD;
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c) the controller should deallocate all media allocated for user data, if permitted, as described in
section 8.21.TBD;
d) if a change in the composition of the NVM subsystem occurs then the MVCNCLD bit shall be set
to ‘“1’;
e) if a Controller Level Reset of any controller in the NVM subsystem occurs that is caused by:
e atransport-specific reset type (refer to the applicable NVMe Transport specification); or
e an NVM Subsystem Reset,
then the MVCNCLD bit shall be set to ‘1; and
f) all controllers and Management Endpoints in the NVM subsystem shall process commands as
described in section 8.21.TBD+3.

Figure FigSTZIPR: Restricted Processing State Transition Conditions

State Transition - »
Starting Ending Label 1 Transition Condition
Sanitize processing completes successfully and the
EMVS bit was:
a) cleared to ‘0’ in the Sanitize command that
started the sanitize operation; or
Idle Cl b) setto ‘1" in the Sanitize command that
started the sanitize operation, the
Restricted MVCNCLD bit is set to “1’, and deallocation
Processing of all media allocated for user data
completes successfully.
Restricted . . .
Failure D1 Sanitize processing fails.
The EMVS bit was set to ‘1’ in the Sanitize command
Media that started the sanitize operation, the sanitize
A F1 .
Verification processing completes successfully, and the
MVCNCLD bit is cleared to ‘0’.
Notes:
1. Refer to Figure FigSM.

Transition Restricted Processing:ldle:
The controller shall:

a) reportthe Sanitize Operation Completed asynchronous event or the Sanitize Operation Completed
With Unexpected Deallocation asynchronous event as described in section 8.21. TBD+1.

Transition Restricted Processing:Restricted Failure:
The controller shall:

a) setthe FAILS field to 1h (i.e., Restricted Processing state); and
b) report the Sanitize Operation Completed asynchronous event or the Sanitize Operation Completed
With Unexpected Deallocation asynchronous event as described in section 8.21. TBD+1.

Transition Restricted Processing:Media Verification:
The controller shall:

a) report the Sanitize Operation Entered Media Verification State asynchronous event as described
in section 8.21.TBD+1.

8.21.TBD+2.3 Restricted Failure State

This state is entered if sanitize processing was performed in the Restricted Processing state and:

a) sanitize processing failed; or
b) a failure occurred during deallocation of media allocated for user data in the Post-Verification
Deallocation state.
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In this state:

a) all controllers and Management Endpoints in the NVM subsystem shall process commands as
described in section 8.21.TBD+3;

b) failure recovery requires the host to issue a subsequent Sanitize command specifying the AUSE
bit cleared to ‘0’ (i.e., restricted completion mode);

c) all controllers in the NVM subsystem shall abort a Sanitize command specifying:
e the SANACT field set to 001b (i.e., Exit Failure Mode), with a status code of Sanitize Failed;
e the SANACT field set to 101b (i.e., Exit Media Verification State), with a status code of Invalid

Field in Command,; or

o the AUSE bitsetto ‘1’ (i.e., unrestricted completion mode), with a status code of Sanitize Failed,;

and

d) the Persistent Memory Region shall behave as described in section 8.21.TBD+3.

Figure FigSTZFR: Restricted Failure State Transition Conditions

State Transition . o
Starting Ending Label 1 Transition Condition
Restricted Restricted The controller starts a sanitize operation in restricted completion
X ) A2 mode (i.e., the Sanitize command specified the AUSE bit cleared to
Failure Processing 0)
Notes:
1. Refer to Figure FigSM.

Transition Restricted Failure:Restricted Processing:

The controller shall start a sanitize operation in the Restricted Processing state. The controller shall:
a) clear the Sanitize Progress (SPROG) field to Oh; and
b) clear the Media Verification Canceled (MVCNCLD) bit to ‘0.

8.21.TBD+2.4 Unrestricted Processing State

In this state, if the sanitize operation fails, then the sanitization target transitions to the Unrestricted Failure
state, from which it is able to transition to the Idle state without successful sanitization.

In this state:

a) the controller shall set the Sanitize Progress (SPROG) field as described in Figure 267;
b) the controller shall perform additional media modification, if required, as described in section
8.21.TBD;
c) the controller should deallocate all media allocated for user data, if permitted, as described in
section 8.21.TBD;
d) if a change in the composition of the NVM subsystem occurs then the MVCNCLD bit shall be set
to ‘1;
e) if a Controller Level Reset of any controller in the NVM subsystem occurs that is caused by:
e atransport-specific reset type (refer to the applicable NVMe Transport specification); or
e an NVM Subsystem Reset,
then the MVCNCLD bit shall be set to “1; and
f) all controllers and Management Endpoints in the NVM subsystem shall process commands as
described in section 8.21.TBD+3.
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Figure FigSTZIPU: Unrestricted Processing State Transition Conditions

State Transition . i
Starting Ending Label 1 Transition Condition
The sanitize processing completes successfully and the EMVS bit
was:
a) cleared to ‘0’ in the Sanitize command that started the
Idle c2 sanitize operation; or
. b) setto ‘1’ in the Sanitize command that started the sanitize
Unrestricted operation, the MVCNCLD bit is set to ‘1’, and deallocation
Processing of all media allocated for user data completes successfully.
Unregtrlcted D2 The sanitize processing fails.
Failure
Medi The EMVS bit was set to ‘1’ in the Sanitize command that started
edia . . o .
Verification F2 the sanitize operation, the sanitize processing completes
successfully, and the MVCNCLD bit is cleared to ‘0’.
Notes:

1. Refer to Figure FigSM.

Transition Unrestricted Processing:ldle:

The controller shall:
a) reportthe Sanitize Operation Completed asynchronous event or the Sanitize Operation Completed
With Unexpected Deallocation asynchronous event as described in section 8.21. TBD+1.

Transition Unrestricted Processing:Unrestricted Failure:

The controller shall:
a) setthe FAILS field to 3h (i.e., Unrestricted Processing state); and
b) report the Sanitize Operation Completed asynchronous event or the Sanitize Operation Completed
With Unexpected Deallocation asynchronous event as described in section 8.21. TBD+1.

Transition Unrestricted Processing:Media Verification:

The controller shall:
a) report the Sanitize Operation Entered Media Verification State asynchronous event as described
in section 8.21.TBD+1.

8.21.TBD+2.5 Unrestricted Failure State

This state is entered if sanitize processing was performed in the Unrestricted Processing state and:

a) sanitize processing failed; or
b) a failure occurred during deallocation of media allocated for user data in the Post-Verification
Deallocation state.

In this state:

a) all controllers and Management Endpoints in the NVM subsystem shall process commands as
described in section 8.21.TBD+3;

b) all controllers in the NVM subsystem shall abort a Sanitize command specifying the SANACT field
set to 101b (i.e., Exit Media Verification State) with a status code of Invalid Field in Command;

c) all controllers in the NVM subsystem shall abort a Sanitize command specifying the SANACT field
set to a value other than:

e 001b (i.e., Exit Failure Mode);

e 010D (i.e., Start a Block Erase sanitize operation);
e 011b (i.e., Start an Overwrite sanitize operation); or
e 100D (i.e., Start a Crypto Erase sanitize operation),
with a status code of Sanitize Failed; and
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d) the Persistent Memory Region shall behave as described in section 8.21.TBD+3.

Figure FigSTZFU: Unrestricted Failure State Transition Conditions

State Transition » N
Starting Ending Label 1 Transition Condition
Restricted The controller starts a sanitize operation in restricted completion
P . A3 mode (i.e., the Sanitize command specified the AUSE bit cleared to
rocessing 0)
Unrestricted - - — — - -
Failure Unrestnc_ted B2 The coptroller startg a sanitize operatlo.nlln unrestricted f:ompletlon
Processing mode (i.e., the Sanitize command specified the AUSE bit set to ‘1").
Idle E Any controller in the NVM subsystem performs an Exit Failure Mode
action.
Notes:
1. Refer to Figure FigSM.

Transition Unrestricted Failure:Restricted Processing:

The controller shall start a sanitize operation in the Restricted Processing state. The controller shall:
a) clear the Sanitize Progress (SPROG) field to Oh; and
b) clear the Media Verification Canceled (MVCNCLD) bit to ‘0’.

Transition Unrestricted Failure:Unrestricted Processing:

The controller shall start a sanitize operation in the Unrestricted Processing state. The controller shall:
a) clear the Sanitize Progress (SPROG) field to Oh; and
b) clear the Media Verification Canceled (MVCNCLD) bit to ‘0.

Transition Unrestricted Failure:ldle:

If any controller in the NVM subsystem performs an Exit Failure Mode action, then the controller shall
recover from the sanitization failure by transitioning the Sanitize Operation State Machine to the Idle state
and shall complete the Sanitize command that specified the Exit Failure Mode action with a status code of
Successful Completion.

8.21.TBD+2.6 Media Verification State

In this state, the sanitize processing completed successfully, and all media allocated for user data in the
sanitization target is readable by the host for purposes of verifying sanitization.

In this state:

a) the Sanitize Operation State Machine shall transition to the Post-Verification Deallocation state if
any controller in the NVM subsystem performs an Exit Media Verification State action;

b) all controllers in the NVM subsystem shall abort a Sanitize command specifying the SANACT field
not set to 101b (i.e., Exit Media Verification State) with a status code of Invalid Field in Command,;
and

c) all controllers and Management Endpoints in the NVM subsystem shall process commands as
described in section 8.21.TBD+3, with exceptions as described in the appropriate I/O command
set specification (e.g., the Read command in the NVM Command Set is processed as described in
the Media Verification section of the NVM Command Set Specification).
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Figure FigSTZMV: Media Verification State Transition Conditions

State Transition . .
Starting Ending Label 1 Transition Condition
Either:
a) any controller in the NVM subsystem performs an Exit
Media Verification State action;
Medi Post- b) an NVM Subsystem Reset occurs in any domain in the NVM
Verif(iecell?ion Verification G subsystem; 3
Deallocation c) a Controller Level Reset caused by a transport-specific reset
type (refer to the applicable NVMe Transport specification)
of any controller in the NVM subsystem occurs; or
d) achange in the composition of the NVM subsystem
prevents media verification.
Notes:

1. Refer to Figure FigSM.

Transition Media Verification:Post-Verification Deallocation:

The controller shall:

a)

clear the Sanitize Progress (SPROG) field to Oh;

b) setthe Media Verification Canceled (MVCNCLD) bit to ‘1’, if any controller in the NVM subsystem
processes a Controller Level Reset caused hy:
e an NVM Subsystem Reset; or
e atransport-specific reset type (refer to the applicable NVMe Transport specification), if any;

c) set the Media Verification Canceled (MVCNCLD) bit to ‘1’, if a change in the composition of the
NVM subsystem prevents media verification; and

d)

complete the Sanitize command with a status code of Successful Completion, if any controller in

the NVM subsystem performs an Exit Media Verification State action.

8.21.TBD+2.7 Post-Verification Deallocation State

In this state:

a)

the controller shall deallocate all media allocated for user data in the sanitization target;

b) the Sanitize Progress (SPROG) field shall be set as described in Figure 267; and
c) all controllers and Management Endpoints in the NVM subsystem shall process commands as
described in section 8.21.TBD+3.

Figure FigSTZMV: Post-Verification Deallocation state Transition Conditions

1. Refer to Figure FigSM.

State Transition o -
Starting Ending L abel L Transition Condition
Idle H The controller completes deallocation of all media allocated for user
data.
. The sanitize operation was started by a Sanitize command specifying the
Post- Restricted . s g : - .
o . 11 AUSE bit cleared to ‘O’ (i.e., restricted completion mode), and a failure
Verification Failure s ) :
: occurs during deallocation of all media allocated for user data.
Deallocation — - — —
Unrestricted The sanitize operation was started by a Sanitize command spec_lfylng the
- 12 AUSE bit set to ‘1’ (i.e., unrestricted completion mode), and a failure
Failure . . X
occurs during deallocation of all media allocated for user data.
Notes:

Technical input submitted to the NVM Express® Workgroup is subject to the terms of the NVM Express®
Participant’s agreement. Copyright © 2008 to 2024 NVM Express, Inc.



NVM Express® Technical Proposal TP4152 44

Transition Post-Verification Deallocation:ldle:
The controller shall:
a) report the Sanitize Operation Completed asynchronous event as described in section 8.21.TBD+1.
Transition Post-Verification Deallocation:Restricted Failure:
The controller shall:

a) report the Sanitize Operation Completed asynchronous event as described in section 8.21.TBD+1;
and
b) setthe FAILS field to 6h (i.e., Post-Verification Deallocation state).

Transition Post-Verification Deallocation:Unrestricted Failure:
The controller shall:

a) report the Sanitize Operation Completed asynchronous event as described in section 8.21.TBD+1;
and
b) setthe FAILS field to 6h (i.e., Post-Verification Deallocation state).

8211 8.21.TBD+3 Sanitize Operation Restrictions

In the following states:

Restricted Processing;
Restricted Failure;
Unrestricted Processing;
Unrestricted Failure;

Media Verification; and
Post-Verification Deallocation,

i - all enabled controllers and-ramespaces in the NVM subsystem
are restricted to performing only a limited set of actions.
When a sanitize operation starts on any controller (i.e., a transition into the Restricted Processing state

occurs or a transition into the Unrestricted Processing state occurs), all controllers in the NVM subsystem
shall:

o Shall clear any all of the following outstanding asynchronous events:

o Sanitize Operation Completed asynchronous event, if any; of

o Sanitize Operation Completed With Unexpected Deallocation asynchronous event, if any;
and

o Sanitize Operation Entered Media Verification State asynchronous event, if any;

o Shall update the Sanitize Status log page (refer to section 5.16.1.25);

e Shall abort any command (submitted or in progress) not allowed during a sanitize operation (refer
to Figure 140) with a status code of Sanitize In Progress-{referto-section-8:21-1}, unless otherwise
specified,;

e Shall abort device self-test operations in progress;

e Suspends suspend autonomous power state management activities as described in section 8.15.2;
and

o Shall release stream identifiers for any open streams.
If While a sanitize operation is in pregress any of the following states (i.e., is in progress):

Restricted Processing;
Unrestricted Processing;
Media Verification; or
Post-Verification Deallocation,
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then for each controller in the NVM subsystem:

e Aall /0 Commands other than a Flush command shall be aborted with a status code of Sanitize
In Progress, unless otherwise specified,;

e Pprocessing of a Flush command is specified in section 7.1;

e Aany command or command option that is not explicitly permitted in Figure 140 shall be aborted
with a status code of Sanitize In Progress if fetehed processed by the controller by-any-controller
ia-tho-PAMsubeystomand,

e Tthe Persistent Memory Region shall be prevented from being enabled (i.e., setting PMRCTL.EN
to ‘1’ does not result in PMRSTS.NRDY being cleared to ‘0’); and

e Aactivation of new firmware is prohrbﬂeddunhga—samtrz&eperaner%refepte—seetre#&%l%

sueeess#ukreeevery#re#ethe#mled—samﬂ%&epmqas—he&eeeu#ed Whrle the sanrtrzatron target is in
the Restricted Failure state or the Unrestricted Failure state, then for each controller in the NVM subsystem:

e any command or command option that is not explicitly permitted in Figure 140 shall be aborted
with a status code of Sanitize In Progress if processed by the controller;

e Aall /O Commands other than a Flush command (refer to section 7.1) shall be aborted with a
status code of Sanitize Failed;

° IFthe Sanitize command is permrtted with action restrictions (refer to sectron 5 24) and

e Tthe Persistent Memory Region shall be prevented from being enabled (i.e., setting PMRCTL.EN
to ‘1’ does not result in PMRSTS.NRDY being cleared to ‘0’).

When a sanitize operation starts on any controller in an NVM subsystem (i.e., a transition into the
Restricted Processing state occurs or a transition into the Unrestricted Processing state occurs), all
Management Endpoints in the NVM subsystem shall perform the sanitize operation as described in the
NVM Express Management Interface Specification.

Annex A. Sanitize Operation Considerations (Informative)

Al Overview

The Sanitize command iritiates starts a sanitize operation that makes all user data previously written to the
device sanrtrzatron target maccessrble (i. e., all user data has been purged as defrned in IEEE Std 2883—

eemplfete Itis very difficult to prove that the sanltlze operatlon successfully purged aII user data Th|s annex
provides some context and considerations for understanding the result of the operation and the practical
limitations for auditing the result of the sanitize operation.

A.2 Hidden Storage (Overprovisioning)

Sanitize operations affect purge all physical storage in the sanitization target that is able to hold user data.
Many NVMe SSDs contain more physical storage than is addressable through the interface (e.g.,
overprovisioning)..-which That physical storage is used for vendor specific purposes that which may include
providing increasing endurance, improving performance, and providing extra capacity to allow retiring bad
or worn-out storage without affecting capacity. This excess capacity as well as any retired storage are not
accessible through the interface. Vendor specific innovative use of this extra capacity supports advantages
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to the end user, but the lack of observability makes it difficult to ensure that all storage within the device
has-been-affected sanitization target was correctly purged. Only the accessible storage is able to be audited
for the results of a sanitization operation.

A3 Integrity checks and No-Deallocate After Sanitize

Another issue is availability of the data returned through the interface. Some of the sanitize operations (e.g.,
Block Erase) affect the physical devices in such a way that directly reading the accessible storage may
trigger internal integrity checks resulting in error responses instead of returning the contents of the storage.
Other sanitize operations (e.g., Crypto Erase) may scramble the vendor specific internal format of the data,
also resulting in error responses instead of returning the contents of the storage.

Qy/ a ompensate a A a

storage-thatis-able to-be-allocated-foruserdata-To compensate for these issues, a controller may perform
additional internal write operations to media that is able to be allocated for user data (i.e., additional media
modification, refer to section 8.21.TBD) so that all media that is allocated for user data is readable without
error. However, this has the side effect of potentially significant additional wear on the device media as well
as the side effect of obscuring the results of the initial sanitize operation (i.e., the writes ferensically destroy
the ability to forensically audit the result of the initial sanitize operation). Given this side effect, process
audits of sanitize behavior only preve provide effective results when the No-Deallocate After Sanitize bit is
set the same way (e.g., set to ‘1’) for both process audits and the individual forensic device audits.

The Sanitize command introduced in NVM Express Base Specification revision 1.3 included a mechanism
to specify that sanitized-addressable-storage media allocated for user data not be deallocated, thereby
allowing observations of the results of the sanitization operation. However, some architectures and products
(e.g., integrity checking circuitry) interact with this capability in such a way as to defeat the sanitize result
observability purpose. New features were added to NVM Express Base Specification revision 1.4 that
include extended information about the sanitization capabilities of devices, a new asynchronous event, and
configuration of the response to No-Deallocate After Sanitize requests. These features are intended to both
support new systems that understand the new capabilities, as well to help manage legacy systems that do
not understand the new capabilities without losing the ability to sanitize as requested.

These issues in returning the contents of accessible storage do not apply if the sanitization target is in the
Media Verification state (refer to section 8.21.TBD+2.6). In that state, failure of internal integrity checks do
not cause error responses to Read commands (refer to the Media Verification section of the NVM Command
Set Specification). Because the Sanitize command that caused entry to the Media Verification state
specified the Enter Media Verification State (EMVS) bit set to ‘1’, the controller does not perform the
additional media modification described in this section.

A4 Bad Media and Vendor Specific NAND Use

Another audit capability that is not supported by NVM Express is checking that any media that could not be
sanitized (e.g., bad physical blocks) has been removed from the pool of storage that is able to be used as
addressable storage.

An approach that is performed under some circumstances is removing the physical storage components
from the NVM Express device after a sanitize operation and reading the contents in laboratory conditions.
However, this approach also has multiple difficulties. When physical storage devices components are
removed from a NVM Express device, much context is lost. This includes:

a) any encoding for zero’s/one’s balance;
b) identification of which components contain device firmware or other non-data information; and
¢) which media has been retired and cannot be sanitized.
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Description of Specification Changes for the NVM Express NVM Command Set
Specification 1.0c

5 Extended Capabilities

5.6  Sanitize Operations

Sanitize operates as defined in the NVM Express Base Specification. NVM Command Set specific
definitions and extensions are defined in this section.

Following a successful sanitize operation, the values of user data, protection information, and non-PI
metadata that result from an audit (refer to the NVM Express Base Specification) of the N\VM-subsystem
sanitization target are specified in Figure 138. If the controller deallocates user-data logical blocks after
successful completion of a sanitize operation, then values read from deallocated logical blocks are
described in section 3.2.3.2.1. The host may specify that sanitized logical blocks not be deallocated by
setting the No-Deallocate After Sanitize bit to ‘1’ in the Sanitize command.

Figure 138: Sanitize Operations Types — User Data Values

Sanitize Operation Type User Data
Block Erase Vendor specific value
Crypto Erase Indeterminate value
. Refer to Sanitize Operations — Overwrite Mechanism in the
Overwrite e
NVM Express Base Specification

5.6.TBD Media Verification

While the sanitization target is in the Media Verification state (refer to the Sanitize Operation State Machine
Section in the NVM Express Base Specification), the controller processes Read commands as described
in this section and shall not abort those commands with a status code of Sanitize In Progress.

If:
e the controller processes a Read command that does not specify any Protection Information (PI)
checking (i.e., the PRCHK field is cleared to 000b; refer to Figure 9); and
e for each LBA specified by that command for which media is allocated, the controller is able to read
data from the media,

then:

o for each LBA specified by that command for which media is allocated, the controller:

o shallignore data integrity errors, if any (e.g., shall not abort that command with a status
code of Unrecovered Read Error if the controller is able to read that media);

o shall return data that is read from that media; and

o may return different data for successive reads (i.e., without any writes between those
reads) of the same LBA (e.g., to obscure media reliability);

o for each LBA specified by that command for which media is not allocated, the controller shall return
data or abort that command with a status code of Deallocated or Unwritten Logical Block as
described in section 3.2.3.2.1; and

e the controller shall complete that command with a status code of Successful Media Verification
Read if the command has not been aborted with a different status code (e.g., Deallocated or
Unwritten Logical Block).

If the controller processes a Read command that does not specify any PI checking and is unable to read
the data from the media for any LBA specified by that command for which media is allocated, then the
controller shall abort the command with a status code of Unrecovered Read Error.
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If the controller processes a Read command specifying PI checking (i.e., the PRCHK field is set to a non-
zero value), then the controller shall abort that command with a status code of Invalid Field in Command.
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Description of Specification Changes for the NVM Express Zoned Namespace

Command Set Specification 1.1c
Admin Commands for the Zoned Namespace Command Set

4

4.1

4.1.7 Sanitize command

Admin Command behavior for the Zoned Namespace Command Set

Figure 51: Sanitize Behavior for the Zoned Namespace Command Set

No No-Deallocate No-Deallocate Results of a successful sanitize operation
Deallocate | Modifies Media Response Zone Logical Block N /
ey | e ovry | Stae® | conen? | Sentie siaus

o wad | zseempy [EIES O] oo
Notes:

1. ZSO:Offline state is a valid zone state as a result of a successful sanitize operation.
2. This field describes the read value from a deallocated logical block. Refer to the Deallocated or Unwritten Logical
Blocks section in the NVM Command Set Specification.
3. This value is not relevant in the setup conditions defined in that row.
4. Value reported in the Sanitize Operation Status (SOS) field bits2:0-of the Sanitize Status (SSTAT) field in the
Sanitize Status log page (Log Identifier 81h) (refer to the NVM Express Base Specification).
5. Sanitize command is aborted with a status code of Invalid Field in Command.

5 Extended Capabilities

5.TBD Sanitize Operations

If the NVM subsystem is in the Media Verification state (refer to the Sanitize Operations section of the NVM
Express Base Specification), then the logical block content is described in the Media Verification section of
the NVM Express NVM Command Set Specification.
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Description of Specification Changes for the NVM Express Key Value Command
Set Specification 1.0c

5 Extended Capabilities

5.3 Sanitize Operations

A sanitize operation is performed as defined in the NVM Express Base Specification-, with the following
exceptions:

e Namespaces associated with the Key Value command set are not accessible in the Media
Verification state or the Post-Verification Deallocation state (refer to the Sanitize Operations section
in the NVM Express Base Specification).

¢ Namespaces associated with the Key Value command set do not support additional media
modification (refer to the NVM Express Base Specification).
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