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Technical Proposal Overview

This proposal:

- Defines the interactions between NVMe Admin Commands processed via the out-of-band
mechanism that access media and shutdown.

- Defines a mechanism (Ignore Shutdown) to allow a Management Endpoint to bring media
out of a shutdown state to process NVMe Admin Commands that access media via the
out-of-band mechanism.

- Defines a new bit (Unsafe Shutdown Reason) in the Persistent Event Log to indicate
whether an Unsafe Shutdown was due to a Management Endpoint bringing media out of
a shutdown state to process NVMe Admin Commands that access media via the out-of-
band mechanism.
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Revision History

Revision Date Change Description

2021.09.23 Initial draft

2021.10.01 Updates after review in Technical Working Group 9-27

2021.10.12 Updates after review in Technical Working Group 10-4

2022.01.20 Added ISH bit to allow OOB to force command executing while controller is
shutdown
Updated shutdown section in NVMe-MI Specification Significantly

2022.03.07

2022.03.18 Minor cleanup
Added names to all added values

2022.04.11 - )

Clarified language with respect to MMNRRT
More updates to MMNRRT

2022.04.14
Noted that the media cannot be shutdown using the out-of-band shutdown
command after being woken up by out-of-band commands with ISH bit set

2022.04.25 Added reference to CAP.CRWMS to determine if CRTO.CRWMT is
supported

2022.05.01 Removed Change Tracking
Updated based on Phase 2 exit review feedback.

2022.05.09 Changed ordering of wording around CAP.CRWMS vs CRTO.CRWMT.
Noted that it is outside the scope of the specification whether media is
shutdown after processing a new command during shutdown processing
Updated based on 30-day Member Review Feedback

2022.06.30 ]

- Formatting changes only
2022.11.01 Removed references to MMNRRT. Will be handled using MPR (Wording is
T clarified in TP6033)

2022.11.14 Updated to match NVMe Base 2.0c and Ml 1.2c

2022.11.15 Fixed field naming in Unsafe Shutdown count definition

2023.01.23 Updated Per 30 day member review feedback.

Replaced “processed normally” with clarifying language in Table Shutdown

2023.01.30 Interactions with NVMe Admin Commands that Access Media
Updated date copyright to 2023

2023.02.26 Integrated

2023.03.08 Updated per integration review
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Description for Changes Document for NVM Express Base Specification 2.0c

Feature Enhancements
e Adds Additional Unsafe Shutdown Logging

o Adds a new type of Unsafe Shutdown where the controller is in the shutdown state when
power is lost but media is not in the shutdown state due to a Management Endpoint
processing NVMe Admin Commands that access media with the Ignore Shutdown bit set
to ‘1’ via the out-of-band mechanism.

o Adds a new bit (Unsafe Shutdown Reason) to the Persistent Event Log to indicate
whether an Unsafe Shutdown was due to a Management Endpoint bringing media out of
a shutdown state to process NVMe Admin Commands that access media with the Ignore
Shutdown bit set to ‘1’ via the out-of-band mechanism.

Description for Changes Document for NVM Express Management Interface 1.2¢

New Features:
e Adds a new bit to NVMe Admin Commands sent via the out-of-band mechanism

o New requirement / incompatible change in Figure 118 (NVMe Admin Command
Request Description)

= Adds the Ignore Shutdown (ISH) bit to allow the Management Endpoint to bring
media out of a shutdown state to process NVMe Admin Commands that access
media via the out-of-band mechanism.

e Adds new Shutdown Behavior

o The Controller may abort out-of-band NVMe Admin Commands sent via the out-of-band
mechanism that access media so the controller can handle shutdown.

Markup Conventions:

Black: Unchanged (however, hot links are removed)
FPodSnlenthronco by Deleted

Blue: New

Blue Highlighted: TBD values, anchors, and links to be inserted in new text.

<Green Bracketed>: Notes to editor
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Description of Specification Changes for NVM Express Base Specification 2.0c

5.16.1.3 SMART / Health Information (Log Identifier 02h)
Figure 207: Get Log Page — SMART / Health Information Log

Unsafe Shutdowns: Contains the number of unsafe shutdowns. This count shall be is
incremented when-if, and only if, main power is lost when:

a) the controller does not report it is safe to power down (i.e., the CSTS.SHST field

is not set to 10b)priorto-loss-of-main-power; or

b) media is not in a shutdown state because an Admin command that accesses
159:144 media as defined by Figure 103 was processed via the out-of-band mechanism
with the Ignore Shutdown bit set to ‘1’ (refer to the NVM Express Management
Interface Specification) while shutdown processing was occurring or had
completed (i.e., while the CSTS.SHST field was set to 01b or 10b).

5.16.1.14.1.5 NVM Subsystem Hardware Error Event (Event Type 05h)

An NVM Subsystem Hardware Error event shall be recorded in the Persistent Event Log when a supported
NVM subsystem hardware error event is detected. Which of the NVM subsystem hardware error events
are supported is vendor specific. The NVM subsystem hardware error event shall set the Persistent Event

Log Event Format Header:

e Event Type field to 05h; and
e Event Type Revision Field to 012h.

Figure 233: NVM Subsystem Hardware Error Event Codes

Code Description
Unsafe Shutdown: Indicates that the controller incremented the Unsafe Shutdowns field

value in the SMART / Health Information Log.

08h
Refer to Figure XXX for the format of the Additional Hardware Error Information field.
Figure XXX: Additional Hardware Error Information for Unsafe Shutdown Errors
Bytes Value
15:0 Unsafe Shutdowns: This field shall indicate the value from the Unsafe Shutdowns field in
) the SMART / Health Information log at the time of the event.
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Figure XXX: Additional Hardware Error Information for Unsafe Shutdown Errors

Bytes Value
Unsafe Shutdown Information: This field contains additional information about the unsafe
shutdown.
Bit Definition
7:1 Reserved

Unsafe Shutdown Due to Out-Of-Band Activity: If the shutdown
16 was unsafe because media was not in a shutdown state when main
power was lost because an Admin command that accesses media
as defined by Figure 103 was processed via the out-of-band
0 mechanism with the Ignore Shutdown bit set to ‘1’ (refer to the NVM
Express Management Interface Specification) while shutdown
processing was occurring or had completed (i.e., while the value of
the CSTS.SHST field was set to 01b or 10b), then this bit shall be
set to ‘1’; otherwise, this bit shall be cleared to ‘0’.
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Description of Specification Changes for NVM Express Management Interface
1.2c

6 NVM Express Admin Command Set

NVMe Admin Commands over the out-of-band mechanism may target a Controller that is disabled or held
in reset by the host. When this occurs, the NVMe Admin Command is processed normally except as
specified in sections 8.1 and 8.X.

The Request Message format for NVMe Admin Commands is shown in Figure 117 and is described Figure
118.

Figure 118: NVMe Admin Command Request Description

Bytes Description
03:00 | NVMe-MI Message Header: Refer to section 3.1.
04 Opcode (OPC): This field specifies the opcode of the command. Refer to the NVM Express Base
Specification.
Command Flags (CFLGS): This field specifies flags for the command.
Bits Description
7:23 Reserved
Ignore Shutdown (ISH): The effect of this bit is specified in section 8.X.
2 This bit shall have no effect on the value of the CSTS.SHST field (refer to the NVM
05 Express Base Specification).
DOFST Valid (DOFSTV): This bit is not used and shall be ignored by the
1 Management Endpoint for implementations compliant with versions of this
specification later than 1.1.
DLEN Valid (DLENV): This bit is not used and shall be ignored by the Management
0 Endpoint for implementations compliant with versions of this specification later than
1.1

8.X Shutdown Impacts

If shutdown processing is occurring or complete (i.e., the value of the CSTS.SHST field as defined by the
NVM Express Base Specification is set to 01b or 10b) on a Controller, then media may be in a shutdown
state. If the media is in a shutdown state, then NVMe Admin Commands received over the out-of-band
mechanism that require access to media (refer to Admin Commands Permitted to Return a Status Code of
Admin Command Media Not Ready in the NVM Express Base Specification) that are processed while
shutdown processing is occurring or complete may be impacted by the Ignore Shutdown bit (ISH) as
specified in Figure YYY.

If an NVMe Admin Command with the ISH bit set to ‘1’ that accesses media is processed while shutdown
processing is occurring or complete (i.e., the value of the CSTS.SHST field is set to 01b or 10b), then the
media may transition out of the shutdown state. If the NVM Subsystem loses main power while the media
is not in the shutdown state, then the Unsafe Shutdown field in the SMART / Health Information log page
is incremented (refer to the NVM Express Base Specification).
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If the media is transitioned out of the shutdown state using an NVMe Admin Command with the ISH bit set
to ‘1’, then the NVM Subsystem is permitted to transition the media back into the shutdown state after the
NVMe Admin Command is completed. If the media is not transitioned back into the shutdown state and
main power is lost while the media is not in the shutdown state, then the Unsafe Shutdown field is
incremented. Whether or not an NVM Subsystem transitions the media back into the shutdown state is
outside the scope of this specification.

In all cases where an NVMe Admin Command that accesses media is processed while shutdown
processing is occurring or complete (i.e., the value of the CSTS.SHST field is set to 01b or 10b) in Figure
YYY, if the NVMe Admin Command is aborted with the Status field in Completion Queue Entry Dword 3 set
to a value of Commands Aborted due to Power Loss Notification or Admin Command Media Not Ready,
then media shall not be transitioned out of the shutdown state.

If shutdown processing is occurring or complete (i.e., the value of the CSTS.SHST field is set to 01b or
10b), then:

e there shall be no impact on access to the FRU Information Device; and
e there shall be no impact on the out-of-band mechanism other than for NVMe Admin Commands
that access media as described in this section.

If the Controller is in normal operation (i.e., the value of the CSTS.SHST field is cleared to 00b), then:

e there shall be no impact on access to the FRU Information Device; and
e there shall be no impact on the out-of-band mechanism.

If the NVMe Admin Command does not require access to media, then the ISH bit shall have no effect on
the processing of the NVMe Admin Command.

Figure YYY: Shutdown Interactions with NVMe Admin Commands that Access Media

CSTS.SHST Field Value at ISH Bit Value
the Time the Controller
Started Processing the
NVMe Admin Command

ISH Bit Cleared to ‘0’ ISH Bit Set to ‘1’

If a shutdown has been requested (e.g., the CC.SHN field as defined by the
NVM Express Base Specification is set to 01b for normal shutdown or 10b
00b: Normal operation (i.e. | for abrupt shutdown) while the NVMe Admin Command is being processed,
no shutdown has been | then the NVMe Admin Command may be aborted by the controller. If the
requested) NVMe Admin Command is aborted, then the Status field in Completion
Queue Entry Dword 3 shall be set to a value of Commands Aborted due to
Power Loss Notification.
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Figure YYY: Shutdown Interactions with NVMe Admin Commands that Access Media

CSTS.SHST Field Value at ISH Bit Value
the Time the Controller

Started Processing the . ins . x
NVMe Admin Command ISH Bit Cleared to ‘0 ISH Bit Set to “1

The NVMe Admin Command shall not
be aborted by the controller with the

be aborted by the controller. If the . . .
. 1 Status field in Completion Queue
NVMe Admin Command is aborted, Entry Dword 3 set to Commands

then the Status field in Completion Aborted due to Power Loss

S%lejueeEo'}tgoanrggg’;gﬂgﬁji}g Notification or Admin Command
Media Not Ready. If media is in a

to Power Loss Notification. shutdown state when the NVMe
Admin Command that requires
media access is processed, then
the media shall be transitioned out
of the shutdown state and then the
NVMe Admin Command shall be
processed. Since the media is
required to be transitioned out of
the shutdown state, the NVMe
Admin Command processing may
take longer than normal. If the
processing takes longer than the
maximum Request-To-Response
The NVMe Admin Command may | fime, then a More Processing
be aborted by the controller. If the | Required Response is transmitted
NVMe Admin Command is aborted, | as specified in section 4.1.2.3.
then the Status field in Completion
Queue Entry Dword 3 shall be setto | If the value of the CSTS.SHST field at
a value of Admin Command Media | the time the Controller started
Not Ready. processing the NVMe Admin
Command was set to 01lb (i.e.
shutdown processing occurring), then
the value of the CSTS.SHST field
shall transition to a value of 10b (i.e.
shutdown  processing complete)
within the same amount of time as if
no NVMe Admin Command with the
ISH bit set to ‘1’ had been processed
(e.g., within the amount of time
indicated by the RTD3 Entry Latency
field as defined by the NVM Express
Base Specification if the RTD3 Entry
Latency is reported).

The NVMe Admin Command may

01b: Shutdown processing
occurring

10b: Shutdown processing
complete
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